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Abstract

Privacy policies are complex documents that explain the collection and sharing of user data
with third parties. Analysis of these documents is challenging and often impossible for a
user with little to no knowledge of legal terms. However, they are of significant importance
as they explain the collection and sharing of user data with third parties. In this thesis,
we investigate the utility of large-language models for the comprehensive analysis of these
privacy policy documents on a large scale.

We examined five well-known LLMs on two labeled datasets, OPP-115 and MAPP. The
models involved in the research are DeepSeek-R1-Distill-Qwen-32B, Mixtral-8x7B, LLaMA-
3.1-8B, Grok 3 Beta, and Gemini 2.5 Flash. We evaluated the performance of each model on
12 different types of user personal data in both single-attribute (per-attribute) and multi-
attribute (joint) inference scenarios. We discussed how the role of structured output during
the inference pipeline, temperature adjustment, and few-shot learning collectively impact
the model’s accuracy.

The results show that structured prompts and conservative inference parameters (such as a
temperature of 0) improve model performance. The LLM performed better with categories
that had clear and specific terms, such as ”cookies and tracking elements,” but struggled
with broader categories, like ” personal information,” which used more vague or overlapping
language. Fine-tuning further enhances performance for high-priority labels, but prompt

design remains the most effective method to optimize performance.
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Introduction

1.1 Problem Statement

According to The General Data Protection Regulations (GDPR) [1], all businesses that
collect or process personal data of individuals in the EU are required to inform consumers
about how their data is collected, processed, stored, and shared. Typically, these disclosures
are provided to the user during the sign-up process for websites, mobile applications, and
online services.

Users generally ignore these privacy policies, even though these are a crucial way to under-
stand how their data is used. One survey indicated that 74% of participants didn’t read the
privacy policy at all, and 97% consented to the conditions without reading them [2]. Even
people who attempted to read only spent an average of 73 seconds on a policy that should
have taken around 30 minutes to read at the average adult reading speed. Most of the people
who participated didn’t notice the terms that were intentionally included, which mentioned
exchanging data with employers or even offering a firstborn kid as payment [2]. This shows
how often people agree to privacy agreements without really reading and understanding
them.

The complicated language of privacy policies often discourages people from reading them. In
one study, where Flesch-Kincaid Grade score was calculated for a subset of privacy policies
of famous websites. This score was greater than 12 which means that the degree required to
understand these policies is college or university. [3]. This makes privacy policies hard for
many people to read and goes against informed consent principles. [4]. The fundamental
challenge stems from the gap between how important privacy policies are for user protection
and how difficult they are to understand in practice. Privacy policies are typically buried
in long, unclear, and opaque text that lacks user-friendly formatting or structure. The
terminology is often unclear, overly technical, and incomprehensible to most users, making
it nearly impossible to understand key information about how personal data is collected,
used, or shared [3].

This readability problem poses significant risks beyond mere inconvenience. When con-
sumers cannot comprehend privacy regulations, they are more likely to agree to harmful
data practices unknowingly, making them vulnerable to data breaches, unauthorized shar-

ing, or misuse of their personal information [5]. Consequently, this accessibility gap creates
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several serious problems for both users and the broader digital ecosystem:

1. Breach of users’ data: Users don’t know exactly their data is gathered or shared
with third parties. Applications that have privacy policies that are hard to read are

far more inclined to share a lot of data with third parties [6].

2. Problems with regulators: It is hard for regulators to check that companies are
following privacy regulations or enforce them because privacy policies use complicated
and unclear wording. Privacy policies that use imprecise language are harder to enforce

and harder to keep an eye on [7].

The General Data Protection Regulation (GDPR) in Europe [1] and the California Con-
sumer Privacy Act (CCPA) in the United States [8] both require that companies should
be transparent about how they handle data. However, even with these legal frameworks in
place, users continue to struggle with understanding privacy policies. Reading these policies
is not only time-consuming for most people but also ineffective for informed decision-making.
In another study if users were to read every privacy policy they encounter, it would take
approximately 244 hours annually per person [9], making manual review entirely impracti-
cal. In particular, determining if and how personal data is shared with third parties remains
one of the most critical and unresolved challenges in digital privacy, as users often cannot
identify these practices from complex policy language [10].

Our research investigates how large language models perform in extracting important in-
formation from privacy policies, specifically focusing on third-party data sharing practices.
We explore whether LLMs can bridge the gap between legal policy documents and everyday
digital services that users use by automatically extracting and simplifying critical disclo-
sures in privacy policies, particularly those concerning data sharing with third parties. This
approach aims to analyze the capability of LLMs in terms of privacy policy data.

For this analysis, we employed several state-of-the-art large language models, including
DeepSeek-r1-distil-32b, Mixtral, Gemini, Llama, and Grok, to analyze privacy policies and
extract third-party data-sharing information. Our methodology involved developing prompt-
ing strategies and evaluating different frameworks to assess the models’ accuracy in iden-
tifying data collection, usage, and sharing practices. The results demonstrated that LLMs
can help us in extracting third-party data information compared to traditional NLP ap-
proaches, with Grok and Gemini showing better quality analysis in identifying complex
sharing relationships and data categories. However, our findings also revealed challenges in
handling ambiguous policy language and ensuring consistent performance across different

policy structures and domains.

1.2 Research Objectives

The goal of the thesis is to investigate how well large language models DeepSeek, Mixtral,
Gemini, Llama, and Grok can read and understand privacy policies. We assessed the ef-
fectiveness of LLM in determining whether a privacy policy explicitly or implicitly states
that users’ data will be shared with third parties. To achieve this, we create prompts that

includes 12 distinct personal information types, including contact and demographic details,
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financial data, and biometric identifiers. We used two privacy policy corpora, MAPP and

OPP_115 [11, 12] in our thesis. The main goals of the research are as follows.

1. Investigate how well LLMs like Gemini, DeepSeek-R1-Distill-Qwen-32B, Grok, llama,
and Mixtral can extract information from privacy policies regarding the exchange of

data with third parties . LLMs that are part of this study are explained in Section 3.3.

2. To find out which configurations for each LLM work better, for example, Joint inference
(looking at all sorts of information at once) or individual inference (looking at one type

of information at a time). Different information types are explained in Section 3.5.

3. Investigate which prompt engineering methods work well for the analysis and how

LLMs behave when different numbers of few-shot examples are used.

4. To find out which kind of personal information is easiest to find and which is harder
for LLM-based analysis to find. Is there any change in LLM response quality with the
change in personal type information? For instance, does LLM behave the same for all

the information types or perform differently with a different information type?

1.3 Significance of the Research

This study addresses a critical gap in understanding how different large language models
perform across varied datasets and configurations for privacy policy analysis, particularly for
third-party data sharing extraction. The significance of this research lies in its comprehensive
evaluation of LLM capabilities under different operational conditions:

Comparative LLM Performance Analysis: Our research systematically evaluates mul-
tiple state-of-the-art language models(see section 3.3) across two distinct privacy policy
datasets with varying characteristics and complexity levels. This comparative analysis re-
veals how model architecture, size, and training approaches influence performance on legal
document analysis tasks, providing crucial insights for selecting appropriate models for pri-
vacy policy applications

Configuration Sensitivity Assessment: We investigate different prompting strategies,
for instance, the effect of temperature variation on the analysis, and the effect of few-shot
examples in the prompt. We also analyzed the effect of in-context definitions on the overall
efficiency of the results. This analysis demonstrates the sensitivity of LLMs to configuration
choices and provides guidance for optimizing the model configuration for inference in real-
world privacy policy analysis scenarios [13, 14].

Dataset Evaluation:We investigate MAPP and OPP_115 datasets for third-party data
collection analysis. The analysis revealed that the datasets were imbalanced with respect
to third-party data sharing and collection labels, with significantly fewer examples of third-
party disclosures compared to first-party disclosures. The broader implications of this re-
search extend to multiple stakeholder groups:

For users: There is a need for a process that would make it easier for users to understand
the essence of privacy policy [4]. Our study is in the direction of making it possible to

automatically look at privacy policies.
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For regulators, LLM-based methods can also help in finding sensitive data sharing prac-
tices on a large scale and keeping an eye on compliance more effectively, as suggested by
prior work on automated policy analysis [15].

For website operators: Knowing how automated systems read their privacy policies could

help them write policies that are easier to understand and more open.

1.4 Approach Overview

In this thesis, we extended the foundational work [16] done on privacy policy analysis on a
large scale. This foundational research established a comprehensive framework for evaluating
large language models’ capabilities in privacy policy analysis by systematically comparing
multiple LLM architectures GPT-4 Turbo, Llama2 with SVC classifiers across the MAPP
and OPP-115 datasets for automated extraction of personal information collection practices.
The study demonstrated that LLMs could effectively identify and categorize data collection
statements with significant improvements over traditional NLP approaches. Their compara-
tive evaluations resulted in an F1 score of 84.1% for ChatGPT and 86% for the SVC classifier.
Even though SVC classifiers are more accurate and high in F1 score. But ChatGPT resulted
in a comparable level of performance. ChatGPT offered a comparable performance with the
convenience of usability that makes it viable in similar tasks. This foundational work was
primarily focused on data collection and practices of information type withoutthe explicit
mention of First party and third party, leaving a gap in understanding how LLMs perform in
analyzing the third-party data-sharing relationships, data transfers to external entities, and
multi-party privacy obligations that characterize modern digital ecosystems. Their study
was also only focused on Llama 2 and and GPT-4 Turbo.

For this thesis, we used two benchmark datasets: MAPP (Multilingual Annotated Privacy
Policies) [11] and OPP_115 (Ounline Privacy Policies) [12]. Both of these datasets have
privacy rules that have been marked for third-party data sharing, which makes it possible
to evaluate LLMs in this respect. In our thesis, we run an inference pipeline on our models
to check how different LLMs predict the sharing and collection of personal information with

third-party entities.
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Privacy policy analysis has undergone significant evolution over the past two decades, driven
by the exponential growth of digital platforms and online services [17] and the increasing
complexity of data protection regulations [18, 19]. This chapter examines the progression
from manual review processes of privacy policies to sophisticated automated systems pow-
ered by natural language processing (NLP), support vector machine classifiers, and large
language models (LLMs). The review traces key developments in methodology, dataset cre-
ation, and technological advancements that have shaped the current landscape of privacy

policy analysis.

2.1 Privacy Policy Analysis: Evolution and Challenges

The rapid growth of digital platforms in the late 1990s and early 2000s led to a surge
in the collection and processing of personal data, raising concerns about user privacy and
transparency. This prompted researchers across disciplines, including law, computer sci-
ence, health, e-commerce, privacy engineering, etc., to study privacy policies as a means of
understanding data handling practices [20, 21]. Early studies on privacy policies focused
on evaluating the readability and accessibility of these documents, highlighting that most
policies required college-level reading skills and were rarely understood by typical internet
users without any idea of the legal terms of privacy policies. [9]. As the volume and com-
plexity of privacy policies increased, manual analysis by researchers and legal professionals
became time-consuming and error-prone, prompting the development of automated methods
[22]. This shift toward automation necessitated the adoption of computational approaches,
particularly natural language processing techniques, to extract structured information from
policy texts[23].

An overview of the evolution of privacy analytics tools is provided in the Table 2.1. In the

following, we explain these methods in more detail.
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Traditional NLP SVM classification Large language models

Raw privacy policy text [ Raw privacy policy text [ Raw privacy policy text ’

\ Y Y

Rules based pattern Feature vector creation contextual understanding
recognition
Y Y A
Basic classification Binary/Multi label Classification, Q#,
classification summarization
Characteristics Characteristics Characteristics
1. Rule based pattern 1. statistical machine 1. Deep contextual
matching learning understanding
2. Manual feature 2. Feature based 2. Fine tuning capabilities
engineering engineering 3. Few shot/zero shot
3. Limited contextual 3. Better generalization learning
understanding than rules 4. Multi domain
4. High domain data 4. Requires labeled traiing capabilities
required data 5. Multi task capabilities
5. Brittle to variations 5. Limited by feature
indata quality

SVM Large language
Traditional NLP | ) classification — models

Comparitive analysis: Third party data sharing detection

Example: "We may share your cookies and tranking elements information with trusted third party parties, unless you opt-out
through your account settings"

Traditional NLP SVM classification Large lanuage models

Approach: key word matching (“share”, Approach: Feature vector and trained SVM Approach: Contextual understanding of

"third-party") model relationships

Limitation: Misses context and nuaces Limitation: Depend on feature engineering Advantage: capture sematice meaning and
quality complex relationships

Figure 2.1: Evolution in the analysis of privacy policy tools

2.1.1 Traditional NLP-Based Approaches and Limitations

The manual analysis of the privacy policy was time-consuming. This problem led to the
creation of automated systems that can help users to summarize the text of privacy poli-
cies. [24, 25]. These automated systems based on NLP for the analysis of privacy policies
used keyword extraction and rule-based algorithms to find out how data was collected and
shared [22]. These methods couldn’t scale as the language used in privacy policies is some-
times vague and ambiguous, which made these systems struggle when they encountered such
vague keywords specifically designed to hide the data usage statements. [26].

In another tool, ATPChecker [10], a compliance analysis tool, was built to verify whether
Android applications’ data collection and usage behaviors match the practices disclosed in
their privacy policies. It uses NLP tools for the privacy policy analysis and static analysis
of bytecode of Android apps to analyze the interaction of apps with third-party libraries.
The research discovered that almost 31% of third-party libraries do not provide privacy
policies. and 39% of third-party libraries provide privacy policies on how they conceal data
usage. The crux was that over 65% of host apps violate the regulation requirements for
clearly disclosing data interactions with third-party libraries (TPLs). In the limitations of

their study, they have mentioned that because of NLP analysis of privacy policy, there is a
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possibility that the system would fail to detect the correct usage if the privacy policies include
some patterns that adversaries have used to hide their data usage statements. This means
that NLP systems struggled with the complex, multi-layered relationships in third-party
data sharing, motivating the need for more advanced language understanding capabilities
that could handle contextual nuances and semantic relationships beyond keyword matching

and rule-based systems.

2.1.2 Support Vector Machine Classifiers

To address the limitations of NLP tools, supervised machine learning approaches like support
vector machines were employed. These supervised machine learning approaches needed a
vast dataset with labels to classify the policy segments [27].

Polisis is a big step forward in automated privacy policy analysis. It uses hierarchical neural-
network classifiers to label policy segments with 10 high-level and 122 fine-grained privacy
classifications [28]. The framework shows how it may be used in real life by using automatic
privacy icon assignment (which gets 88.4% of the responses right) and PriBot a similar
question-answering system that gives the right answers to 89% of user questions concerning
privacy regulations. Polisis does, however, have some problems. For example, it relies on
predefined taxonomies that may not include new privacy practices, it sometimes misclassifies
things and needs confidence scoring mechanisms, and it often fails to analyse policies that
are made to trick automated classifiers. These problems show how hard it is to make strong
automated privacy policy tools. This gap encourages future research into more advanced
LLM-based methods.

In one of the comparative studies done on machine learning algorithms for privacy policy
analysis, they evaluated twelve traditional machine learning algorithms for privacy policy
classification. [29] evaluated twelve traditional machine learning algorithms for privacy
policy classification on the OPP-115 dataset. The study found that Support Vector Machines
achieved the best performance with 79% accuracy and 0.79 Fl-score, followed closely by
Logistic Regression with 78% accuracy and 0.78 Fl-score. The authors concluded that
traditional ML approaches alone were insufficient to exceed 81% accuracy on the OPP-115
dataset due to its small size and class imbalance, suggesting the need to combine these

methods with more advanced techniques such as language models or deep learning.

2.1.3 Large Language Models and their Applications in Privacy Policy Analysis
The development of transformer-based models fundamentally changed the landscape of nat-
ural language processing and privacy policy analysis. Unlike traditional NLP approaches
that relied on feature engineering and domain-specific rules, large language models intro-
duced robust architectures capable of learning complex linguistic patterns from vast amounts
of text data [30, 31].

BERT (Bidirectional Encoder Representations from Transformers) represented a significant
advancement with its encoder-only architecture, enabling bidirectional context understand-
ing that proved particularly valuable for privacy policy classification tasks [30]. BERT’s

ability to capture nuanced meanings enhanced tasks like classifying opt-out clauses and
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third-party data sharing practices [32]. In contrast, GPT models employed a decoder-only
architecture optimized for text generation, making them suitable for tasks requiring policy
summarization and explanation generation [31]. The key advantages of LLMs over tradi-
tional NLP or SVM classifiers approaches include: (1) contextual understanding that goes
beyond keyword matching through bidirectional attention mechanisms [30, 33], (2) transfer
learning capabilities that reduce dependence on large domain-specific datasets by leveraging
pre-trained representations[34, 35], (3) few-shot and zero-shot learning abilities that enable
adaptation to new policy types without extensive retraining [13, 31], and (4) multilingual ca-
pabilities that address the cross-lingual challenges identified in earlier corpus development
efforts [36, 37]. However, LLMs also introduced new challenges, including high compu-
tational requirements [38], potential biases in training data [39, 40], and interpretability
concerns, particularly relevant for legal and regulatory applications [41, 42].

Adapting large language models to legal texts required specialized fine-tuning approaches
using datasets like OPP-115 and MAPP. While these corpora enabled promising results
when used with support vector machines, particularly in tasks like segmentation and label
prediction, they remain limited in scope and coverage [43]. This highlights both the potential
of LLMs for scalable policy analysis and the need for richer, more comprehensive datasets
to overcome the shortcomings of earlier NLP systems.

Beyond traditional analysis tasks, large language models have enabled new applications
aimed at improving user comprehension of privacy policies. One such approach is Priv-
CAPTCHA, which leverages few-shot prompting with LLMs to convert complex policy text
into concise, interactive chunks optimized for mobile devices [44]. Inspired by CAPTCHAs,
the design requires users to engage with the transformed policy content by clicking on la-
beled segments, effectively verifying their understanding. This demonstrates how LLMs can
bridge the gap between technical policy analysis and meaningful user interaction.
Recognizing the dual nature of LLMs as both privacy analysis tools and potential privacy
risks, the CLEAR system addresses user awareness when interacting with LLM-powered
applications [45] Through co-design workshops, researchers identified that users often re-
main unaware of privacy risks when sharing information with conversational Al interfaces.
CLEAR provides contextual, just-in-time privacy risk assessment by leveraging LLMs to an-
alyze privacy policies and generate personalized risk warnings, exemplifying the paradoxical
role of LLMs in privacy contexts.

Extending real-time assistance approaches, PRISMe represents the first comprehensive quali-
tative evaluation of LLM-driven privacy policy assessment in web browsing contexts [46] This
browser extension combines automated policy analysis with interactive user interfaces, pro-
viding both dashboard visualizations and conversational LLM chat interfaces. The mixed-
methods user study (N=22) demonstrated that LLM-powered real-time policy assessment
can make complex privacy documents accessible to users without specialized legal knowl-
edge, directly addressing the readability challenges identified in early privacy policy research
[46] .

These user-centered approaches collectively demonstrate that LLM applications in privacy
policy analysis extend far beyond traditional automated extraction and classification. They

position LLMs as mediating technologies that can transform how users interact with and
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understand privacy policies, addressing fundamental challenges in privacy communication

that have persisted despite advances in automated analysis techniques.

2.2 Contemporary LLM Architectures used in our thesis

The comparative analysis of foundational transformer architectures with the NLP and SVM-
based tools in privacy policy analysis applications has driven continued innovation in the
field of privacy policy analysis using large language models. This results in more extensive
experiments in this field. These large language models represent diverse approaches to
balancing performance, efficiency, and deployment flexibility for privacy policy analysis.

In the following paragraph, we have explained all the large language models in detail that
we have used in our thesis research. We have examined three open-source models and two
proprietary cloud-based models. In some cases, we use distilled models to reduce both
the memory required to load the model (memory footprint) and inference time. In others,
we employ Mixture of Experts (MoE) models, which selectively activate only a subset of
specialized sub-models during inference to improve efficiency and scalability. A detailed

analysis of these models is as follows.

Distilled Dense Models: DeepSeek-R1-Distill-Qwen-32B represents a significant ad-
vancement in model distillation techniques, where a smaller model (student) is trained to
replicate the behavior of a larger model (teacher), reducing computational requirements
while preserving performance [47]. According to its Hugging Face model card, it “outper-
forms OpenAl-ol-mini across various benchmarks,” delivering state-of-the-art results for
dense models, making it valuable for international privacy policy analysis [48]. Its requires
significantly lower VRAM compared to base deepseek-rl model, enabling deployment on

more accessible hardware configurations [49].

Sparse Mixture-of-Experts Architecture : Mixtral-8x7B-v0.1 exemplifies the MoE
approach with 46.7 billion total parameters but only 12.9 billion active per token [50, 51].
The MoE architecture consists of multiple specialized subnetworks (experts), where a gating
mechanism dynamically selects a subset of experts for each input, enhancing efficiency by
activating only a fraction of parameters. This model excels in logic-intensive tasks such
as coding and mathematical reasoning, crucial capabilities for parsing complex legal lan-
guage and logical relationships in privacy policies [50]. Its open-source nature enables local

deployment and fine-tuning capabilities essential for specialized legal text analysis.

Compact Dense Models : Llama-3.1-8B represents the trend toward efficient, high-
performing models that balance accuracy with computational feasibility [52]. Developed by

Meta Al for text generation, reasoning, and multilingual tasks in eight or more languages.

Proprietary Cloud-Based Models : Grok 3 Beta, developed by xAl, focuses on real-
time data access and reasoning capabilities, providing insights into how proprietary models

handle dynamic legal content and real-time policy updates [53]. Similarly, Gemini 2.5 Flash,
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developed by Google, represents the state-of-the-art in multimodal large language models,
supporting vast context windows (up to 1M tokens) optimized for text processing with
powerful multilingual capabilities [54]. Tt is available via APT on Vertex AT and allows batch

processing of privacy policies.

2.3 Datasets and Annotation Frameworks

To perform all the experiments using NLP tools and machine learning approaches, there
was a need for extensive annotated data that could be fed to these algorithms. Especially
that the quality of both approaches depends on the quality of the datasets used. This re-
quirement led to the creation of annotated privacy policy corpora. The OPP-115 corpus
[12] marked a significant step forward, consisting of 115 English-language privacy policies
annotated by law students under expert supervision. It identifies text segments related to
data practices across 10 categories, such as data security and third-party sharing. While
widely used, OPP-115 focuses on English policies and is limited in size, restricting its appli-
cability. To address cross-lingual needs, the MAPP corpus [11] was introduced, comprising
64 English and 91 German policies, each annotated with 23 attribute types. These corpora
enabled more accurate NLP models and, critically, provided the foundation for training
more sophisticated language models. However, the limited scale and domain coverage of
these datasets highlighted the need for models capable of better generalization and transfer

learning across diverse policy contexts and languages.



Methodology

This chapter outlines the complete methodology that we followed to evaluate the ability
of large language models (LLMs) in the identification of third-party data sharing practices
from privacy policy documents. From dataset selection to preprocessing and model selection,
every decision was guided by the goal of making this research not only accurate but also

practically meaningful.

3.1 Dataset Selection

Selecting an appropriate dataset is a crucial step in evaluating the performance of a large
language model, as it directly influences the quality, relevance, and reliability of the analysis.
For our experiments that focused on analyzing privacy policies using large language models,
we selected two well-established corpora, the OPP_115 corpus [12] and the MAPP [11]
dataset. These datasets were chosen because they provide structured and annotated privacy
policy texts, which are essential for evaluating how accurately and consistently a model can

extract or reason over policy content.

3.1.1 OPP_115 Corpus

This corpus comprises 115 files from various websites. The dataset contains the top 5 most
trending sites at the time of creation. Three legal experts annotated each policy in the
dataset, and then released their overlapping results on the basis of different thresholds.

The main structure of OPP_115 is as follows.

e Annotations: This includes labels created by all three annotators who worked on the

privacy policy.

e Consolidations: Each of the three subdirectories in the consolidation contains the
results of the consolidation algorithm with a different convergence threshold on the
annotation folder:

— Strict (1.0): Requires complete (100%) agreement among annotators.

— Moderate (0.75): Requires at least 75% agreement.
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— Lenient (0.5): Requires a minimum of 50% agreement.

e Original _policies: This folder has the original policies without any sanitation tech-

nique. It contains the original HTML documents.

e Sanitized policies: This contains the text of the privacy policies of all the websites

separated by "!!!” delimiters.

All policies in the dataset were extensively annotated. In cases where specific practices were
not annotated, we treated them as absent, assuming that the policy does not mention the

collection of that specific attribute.

3.1.2 MAPP Corpus

MAPP dataset is a bilingual privacy policy corpus having privacy policy annotations in
both English and German language. Just like OPP_115, the MAPP corpus has also been
annotated by multiple annotators. But the annotations available for the MAPP corpus are
less fine-grained than those of OPP_115.

For instance, in OPP_115, when the annotator provided an annotation, they mentioned the
specific selection of text that had the annotations. But in the MAPP dataset, this type of
information is not present.

The main structure of the MAPP dataset is as follows. Apart from this, this dataset folder
also has a readme and documentation, which contains the details of the annotation scheme.

The breif overview of the folder structure is as follows.

e English sanitized policies: In this table, we have sanitized policies from different
website in text file format. Each file has an ID and name of website concatenated

together in the form of the file name.

e English Consolidations: This folder includes CSV files, which are the consolidation
efforts of multiple annotators during the annotation process. For each file in the
English sanitized policies folder, we have a corresponding consolidation file in this

folder with the same name. The structure of this file is mentioned in Table 3.2.

e German sanitized policies: Similarly, this folder also contains sanitized privacy

policies, but in the German language.

e German Consolidations: This folder also contains the consolidation efforts. But it

has the consolidation of German language policies.

For the MAPP dataset, in the following table (Table 3.1), we calculated the total samples
present for third-party data sharing. We calculated the count of all the types of information
separately that are shared with third parties.

During the exploratory study on the MAPP dataset, we realized that the dataset is heavily
unbalanced with respect to third-party information. For example, in the case of political
or religious views, there is no single label for third-party data sharing, and overall, the

occurance of third party labels is far less compared to first-party or other categories.
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Information Type TRAIN TEST
Contact information 29 9
Cookies and tracking elements 68 9
Demographic data 13 2
Financial 14 6
Generic personal information 147 35
Health, genetic, or biometric data 5 3
IP address and device IDs 42 9
Location 21 5
Other 34 9
Personal identifier 8 1
Social media data 11 2
Unspecified 144 31
User online activities 62 17
Computer information 22 2

Table 3.1: Third-Party Sharing/Collection — Information Type Distribution (TRAIN vs
TEST) for MAPP dataset

3.2 Data Preprocessing

After the dataset is selected for our experiments, the next step in the pipeline is preprocess-
ing. Preprocessing helps us to format data in a desired form, which can then be fed to the
models to get the output. In our case, both datasets required some level of preprocessing
before they could be used for our experimentation. In the following, we first explain pre-

processing steps for MAPP datasets, and then in the next section, the preprocessing steps
for the OPP_115 dataset will be discussed.

3.2.1 Preprocessing for MAPP dataset

In this section, we will discuss the preprocessing steps we took for the MAPP dataset. Our
main 2 folders in the MAPP dataset are as follows.

e English sanitized policies
e English Consolidations

As our focus was on extracting third-party labels. This relevant information is present in
”Category Name” column of the consolidation file. The structure of the consolidation file
for MAPP dataset is shown in the table 3.2.

3.2.1.1 Data extraction

Once we analyse this column and it has a Third-party label, then we move to the next column
of 7 Attribute Name”. If the attribute name mentions that it includes the information types
in the privacy policy, then we check the exact information types involved in the privacy
policy by analyzing the ”Value Name” column. So, mainly, to extract information related

to our research, we used the following columns in the consolidation files.

e Category Name This contains infromation category, whether its first-party or third-

party or both
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Table 3.2: Privacy Policy MAPP Dataset Sample

Policy | Segment | Category Attribute Value Name Policy
ID ID Name Name Type
1 1 First Party, Information Collection TRAIN
Third-Party Type, Process_Shared
Collection by first party
Process with a
third-party,
Collection Pro-
cess_Collected
on first-party
website/app
1 17 First Party, Information Information TRAIN
Third-Party Type, Purpose, | Type_Generic
Collection personal
Process, information,
Does/Does Collection
Not (opt), Process_Shared
Third-Party by first party
Entity with a

third-party,
Collection Pro-
cess_Collected
on first-party
website/app

e Attribute Name This column contains the data whether the privacy policy mentions

about information type, collection purpose, choice type etc. For our use case, we stayed

focus or Infromation type and collection purpose. If the collection process is ”Shared

by first party with a third-party”, and it also includes information type, then we mark

that information type as being shared with third party.

e Value Name This contains the information type mentioned in the privacy policy

along with the proces by which it is collected or shared.

3.2.1.2 Label Assignment Methodology

For the label assignment, we used the above three columns mentioned in the previous pa-

pragraph. We did a step by step evaluation of whether the label exists or not. The steps

we took are as follows.

Step-by-step process

1. Filter for third-party contexts: Check if the Category Name contains “Third-

Party” to identify rows relevant to third-party data practices. 3.2

2. Identify sharing activities: Within the Value Name field, look for indicators of

third-party sharing such as “Collection Process_Shared by first party with a third-

party” or similar sharing-related processes.
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3. Extract information types: From rows that meet both criteria above, identify

the specific information types mentioned in the Value Name field (e.g., “Information

Type_Generic personal information”).

4. Assign final labels: Use only the extracted information types as the end labels,

excluding process descriptions or other metadata. The structure of the label for policy
ID 1 and segment ID 17 in table 3.2 is as follows.

{

"Other’ :

"Financial’:
"Health_genetic_or_biometric_data’: ’"NO’,
"Contact_information’: ’'NO’,

"Location’:
"Demographic_data’ :
"Personal_identifier’: ’"NO’,
"User_online_activities’: ’'NO’,

’Social_media_data’: 'NO’,
’TIP_address_and_device_IDs’: ’'NO’,
"Cookies_and_tracking_elements’: 'NO’,
"Computer_information’: ’'NO’,
"Generic_personal_information’: ’'YES’,
"Political_religious_or_philosophical_belief’: ’"NO’,

"Unspecified’: ’'NO’

"NO’,

After we had extracted the data and gathered all the third-party labels, we parsed through

the English sanitized policies files and merged the policy segment along with its labels in

the CSV file format for easy analysis during the inference pipeline. The final CSV file is

formatted as shown in Table 3.3.

Table 3.3: MAPP preprocessing results

Column Name Description

policy_id Unique identifier for each privacy policy document.

segment_id Identifier for each text segment (usually a paragraph or sentence).
label An object that holds all the information types with a YES or NO

label indicating presence or absence.

segment_text

The actual text content of the segment from the privacy policy.

3.2.1.3 Data splitting strategy:

For the MAPP dataset, the data set already has column ”Policy type” as we can see in the

table 3.2 which defines wherther the policy belongs to train or test. So, that is why we do

not need an explicit functionality for train and test split. We just used these labels and

created our test split CSV. At the end of the preprocessing pipeline for MAPP data, the

test data file structure is the same as mentioned in the table 3.3

For our experiments we have used this file for prompt construction and inferance analysis.
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3.2.2 Preprocessing for OPP_115 dataset

Similar to the MAPP dataset, we developed a dedicated preprocessing pipeline on the
OPP_115 dataset. The main components of the pipeline are described below. As men-
tioned earlier, For our experiments, we selected the strictest threshold (1.0) to ensure the
highest quality annotations. Since privacy policies have serious implications for user pri-
vacy, our approach prioritized precision by relying only on the most confidently annotated

segments.

3.2.2.1 Data Extraction
Our focus was on third-party data collection/use. The relevant information was extracted
from the CSV files. These CSV files in the consolidation folder lack headers. According to

the dataset documentation:
e Column 5 This contains the policy segment text.
e Column 6 This includes the category type.
e Column 7 This contains the associated annotation in JSON format.

The annotation column (column 7) against the privacy policy segment is a JSON object
with multiple key-value pairs, each describing a specific aspect of the policy segment. For
third-party sharing and collection, the attributes that are relevant are explained in Table
3.4.

Table 3.4: OPP_115 label structure for third party category

Attribute Description

Third-Party Entity The third-party involved in the data practice.

Does/Does Not Indicates whether the policy explicitly states the practice
is not performed. Defaults to Does.

Action Third-Party Describes how the third party receives, collects, or
accesses user data.

Identifiability States whether the data is linked to the user’s identity.

Optional; defaults to not selected.

Personal Information Type | The type of information shared with or collected by the
third-party.

Purpose The stated reason for third-party collection or sharing.

User Type Specifies if the practice applies to account holders or
anonymous users. Optional.

Choice Type Indicates if the user has choices related to the practice.
Optional.

Choice Scope Specifies the scope of user control, even if limited or

unclear. Optional.

A label is marked YES only when the policy explicitly states that the data type is collected.

If there is no explicit mention, we default to NO.



Methodology 17

For accurate detection of personal information practices, we examined two specific keys in

the annotation object:

e Personal Information Type

e Does/Does Not

This dual-check is necessary because some policies explicitly mention not collecting certain
data types. In such cases, the annotators still record the type of personal information, but

the associated value under Does/Does Not is Does Not. An example is provided below:

"Personal Information Type": {
"selectedText": "web beacons or store in Web Storage",
"value": "Cookies and tracking elements"

b
"Does/Does Not": {
"selectedText": "do not",

"value": "Does Not"

In the above example, we can say that the policy talks about the ‘Cookies and tracking
elements‘. But if we check the Does/Does Not key, it clearly states that it doesn’t collect
this information. So, both key value pairs are required to correctly identify the presence of
any personal information in the privacy policy segments.

As our goal was to identify personal information that is being shared with third-parties.
The dataset defines 15 types of personal information. The frequency distribution of all the
data types is shown below: in the table 3.5

Table 3.5: Frequency of Personal Information Types Across YES and NO Labels

Personal Information Type YES NO

Computer_information 46 (1.21%) 3745 (98.79%)
Contact 121 (3.19%) 3670 (96.81%)
Cookies_and_tracking_elements 165 (4.35%) 3626 (95.65%)
Demographic 38 (1.00%) 3753 (99.00%)
Financial 62 (1.64%) 3729 (98.36%)
Generic_personal_information 428 (11.29%) 3363 (88.71%)
Health 43 (1.13%) 3748 (98.87%)
IP_address_and_device_IDs 60 (1.58%) 3731 (98.42%)
Location 41 (1.08%) 3750 (98.92%)
Other 122 (3.22%) 3669 (96.78%)
Personal_identifier 13 (0.34%) 3778 (99.66%)
Survey_data 11 (0.29%) 3780 (99.71%)
Unspecified 573 (15.11%) 3218 (84.89%)
User_Profile 70 (1.85%) 3721 (98.15%)
User_online_activities 184 (4.85%) 3607 (95.15%)
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3.2.2.2 Merging Segments

In OPP_115, multiple rows hold the annotation for one privacy policy. Against each single
annotation, annotators have used a separate row. For instance, if a policy segment collects
email address and contact information, both will be mentioned separately. This means that
the labels for each policy could span multiple rows. This was causing redundancy, so, in
order to fix the issue, we merged all rows with the same segment_id, combining their
annotations into a single entry. This reduced duplication and helped us in streamlining the

training and inference processes.

3.2.2.3 Data Splitting Strategy
Since the dataset is multi-label, each instance can have up to 15 binary labels. As the
dataset does not come with predefined training, validation, and test splits, we partitioned

it using a stratified sampling approach:
e Training set: 60%
e Validation set: 20%

e Test set: 20%

In this way, we made sure that the label distribution remained consistent across all splits
(Table 3.6).
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Table 3.6: Distribution of YES and NO labels for personal information types across
training (60%), validation (20%), and test (20%) splits, with counts shown as YES/NO.

Personal Information | Training Validation Test
Type (YES/NO) | (YES/NO) | (YES/NO)
Computer information 28/2247 9/749 9/749
Contact 73/2202 24/734 24/734
Cookies and tracking el- | 99/2176 33/725 33/725
ements

Demographic 23/2252 8/751 8/751
Financial 37/2237 12/746 12/746
Generic personal infor- | 257/2018 86/673 86/673
mation

Health 26,/2249 9/750 9/750
IP address and device | 36/2239 12/746 12/746
IDs

Location 25/2250 8/750 8/750
Other 73/2201 24/734 24/734
Personal identifier 8/2267 3/756 3/756
Survey data 7/2268 2/756 2/756
Unspecified 344/1931 115/644 115/644
User Profile 42/2233 14/744 14/744
User online activities 110/2164 37/721 37/721

3.2.2.4 Privacy Policy Text Preparation

The privacy policy text is present in sanitized HTML files. Each privacy segment is separated

by the !'!' ! delimiter. In order to extract the privacy policy segments, we used this delimiter

and extracted all the segments from all HTML files. Then we parsed the consolidation files

and matched each segment with its corresponding row, ensuring alignment between policy

text and metadata.

The final preprocessed files for training, validation, and test sets include the columns pre-

sented in Table 3.7.
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Table 3.7: Dataset Schema and Variable Descriptions for Privacy Policy Analysis

Column Name

Description

policy id

Unique identifier for each privacy policy document.

segment id

Identifier for each text segment (usually a paragraph or sentence).

third party sharing

Indicates whether the segment discusses third-party sharing or
collection.

Computer_information

Refers to technical data like browser type, OS, screen resolution,
etc.

Contact

Includes email address, phone number, or physical address.

Cookies and tracking ele-
ments

Refers to tracking technologies such as cookies, beacons, or pixels.

Demographic

Information such as age, gender, income, or education level.

Financial

Includes credit card numbers, banking information, or payment
details.

Generic personal informa-
tion

Broad personal information not falling into more specific cate-
gories.

Health Any health-related data or medical history.

IP address and device IDs | IP addresses, MAC addresses, or device identifiers.

Location Geographical location data, GPS coordinates, or city/state.
Other Information that does not clearly fall under other predefined cat-

egories.

Personal identifier

unique identifiers, such as username, account ID, or national ID.

Survey_data

User-provided responses to surveys or forms.

Unspecified

Used when the type of personal information is not clearly identi-
fied.

User_Profile

Data about the user’s preferences, interests, or profile settings.

User_online_activities

Tracks user behavior such as browsing history, clicks, or page
views.

segment_text

The actual text content of the segment from the privacy policy.

3.3 Large Language Model Selection
To evaluate different LLMs for the analysis of privacy policies for third-party data sharing

and collection, we selected three open-source models and two commercial ones. The list,

along with their exact versions, is as follows.

e DeepSeek-R1-Distill-Qwen-32B [47]

e Mixtral-8x7B-v0.1 [55]

e Llama-3.1-8B [56]

e Grok 3 Beta [53]

e Gemini 2.5 Flash [54]

The Table 3.8 summarizes five Large Language Models (LLMs) evaluated for third-party
data collection: DeepSeek-R1-Distill-Qwen-32B, Mixtral, Llama, Grok, and Gemini, based
on fine-tuning capabilities, context size, open-source status, and deployment requirements.
It is worth mentioning that DeepSeek-R1-Distill-Qwen-32B, Mixtral, and Llama are hosted
on Hugging Face. Gemini uses Google Cloud’s Vertex Al. Grok is by xAl.
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Table 3.8: Comparison of Large Language Models: Technical Specifications and Licensing

Model Fine-Tuning Context Open Parameters
Size Source
DeepSeek-R1- Yes (LoRA, | 128K tokens | Yes (MIT, | 32B
Distill-Qwen-32B | QLoRA) with dis-
tillation
restrictions)
Mixtral-8x7B- Yes (LoRA, | 32K tokens Yes (Apache | 12.9B active /
v0.1 QLoRA) 2.0) 46.7B total
Llama-3.1-8B Yes (LoRA, re- | 128K tokens | No (Meta li- | 8B
search use) cense, non-
commercial)
Grok 3 Beta No 8K  tokens | No (propri- | Not  disclosed
(standard) etary, xAl) (estimated
60B+)
Gemini 2.5 Flash | Yes (Google | 1M tokens No (pro- | Estimated 1.6T
Cloud) prietary, (Mixture of Ex-
Google) perts, sparse ac-
tivation)

3.4 Implementation Overview

This section describes the technical implementation of a batch inference pipeline for analyz-
ing privacy policies using the OPP-115 and MAPP datasets. We have analyzed 15 different
personal data types for our research analysis (e.g., financial, health, contact). The list of

the data types that we have used for our experiments is mentioned in the Table: 3.1.

3.4.1

In our inference pipeline, we experimented with two main prompt designs.

Inference pipeline

In our first
prompt design, we simultaneously analyzed all 15 categories, and in the second design, we
analyzed each information type separately. The prompts follow a standardized structure
with task definitions, category descriptions, strict YES/NO criteria, a few-shot examples,
policy text, and JSON output format, ensuring consistent responses [31]. For the model
selection, we ran exploratory analysis on the models mentioned in this table 4.1, and after
analyzing their performance and cost comparison, we picked a total of 5 models. 3 of these
models are open source, and 2 are proprietary-based models. Their detailed description is

as follows.

3.4.1.1

The 3 open source models we used in our researh are as follows. In this section, we have

Open-Source Models

mentioned the deployment settings we have used to load these models

DeepSeek-R1-Distill-Qwen-32B  This model was deployed on 2 x NVIDIA A100-80GB
We used vLLM for the inference
pipeline. This model was also loaded in 16-bit precision. The detailed analysis of 16-bit

GPUs due to its larger computational requirements.

precision vs 32-bit precision is mentioned in this table. 5.1. This model supports structured

outputs, which means we can define the object in which we expect the model to respond.
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Mixtral 8x7B The Mixtral model was deployed on 2 x NVIDIA A100 GPUs. In order
to load this model for inference, we used the same components, vLLM with FP16 precision
mode for efficiency. As an open-source sparse Mixture-of-Experts (MoE) model, Mixtral

also supports structured outputs.

Llama 3.1-8B Llama was also deployed using 2 x A100 GPUs. This is small in parameter
size as compared to the distilled DeepSeek model and Mixtral. That’s why it required fewer
computational resources as compared to the other two models. Like the 2 above, Llama3.1

also supports structured output format.

3.4.1.2 Commercial Models
Our two commercial models, including Gemini and Grok, are accessed via their respective

REST APIs, allowing seamless integration with external services.

Gemini Model The Gemini model requires a cloud storage bucket for managing input
and output data. It accepts files in JSONL format [57], which supports batch processing of
prompts for enhanced throughput.

Grok Model Grok has published their inferance APIs. but the APIs does not support
batch processing yet [53]. To overcome this limitation, we developed a custom service that
leverages Grok’s completion API [53] to process prompts individually and store the responses

for further analysis.

3.4.1.3 Libraries used during inference pipeline

The following libraries facilitate key tasks in the inference pipeline:

e vVLLM [58]: A high-performance library for serving and performing inference with
large language models, optimizing memory usage and throughput for efficient process-

ing on local hardware.

e Pydantic [59]: A data validation and parsing library used to define and enforce
structured schemas for model inputs and outputs, ensuring consistent data formatting

in JSON or similar formats.

e Datasets [60]: A Hugging Face library for efficiently loading, preprocessing, and

managing large datasets, enabling streamlined data handling for model inference.

e PyTorch [61]: A deep learning framework that provides the backend for model infer-

ence, supporting tensor operations and GPU acceleration for efficient computation.

e Pandas [62]: A data manipulation library used for preprocessing input data, grouping
samples, and managing batch processing, as well as storing inference results with

associated metadata.
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e Regex (re) [63]: A Python module for regular expression operations, used to parse
and validate model outputs, particularly for extracting structured data from text re-

sponses.

e OpenAl (xAI API Client) [64]: A client library for interacting with xAI’'s REST
API, facilitating prompt submission and response retrieval for proprietary models like
Grok.

e Scikit-learn [65]: A machine learning library used to compute evaluation metrics such
as accuracy, precision, recall, and F1 score, enabling performance analysis of model

outputs.

3.4.2 Evaluation Metrics
The outputs of the models were evaluated using a confusion matrix, which categorizes predic-
tions into true positives (TP), true negatives (TN), false positives (FP), and false negatives

(FN) [66]. These components were used to compute the following metrics:

e Precision: The ratio of correctly identified positive instances to all instances predicted

as positive, defined as
TP

TP + FP’

Precision =

e Recall: The ratio of correctly identified positive instances to all actual positive in-

stances, defined as
TP

Recall = ———.
AT TP L EN
e Accuracy: The proportion of correct predictions, defined as

TP + TN
TP + TN+ FP + FN’

Accuracy =

e F1 Score: The harmonic mean of precision and recall, defined as

Fl— 2 Precision - Recall

" Precision + Recall’

The F1 score was selected as the primary metric due to the class imbalance in privacy
policy datasets, such as OPP-115 [12] and MAPP [11], where certain data practices (e.g.,
third-party sharing) are less frequent. The F1 score balances precision and recall, ensuring
robust evaluation in imbalanced settings, which is critical for accurately identifying privacy
practices.[12, 66].
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4.1 Experimental Setup

We started our experimentation by focusing on the MAPP dataset with the aim of analysing
how well the selected large language models behave when they encounter a privacy policy.
And to evaluate if they accurately predict the collection or sharing of data with third parties.
We passed the data to the LLMs through a pre-processing pipeline that was used to clean
the data and format it in a way that would make the language model’s performance better.
We evaluated the following models for the inference pipeline (Table 4.1) using the MAPP

dataset for third-party information detection.

Table 4.1: List of Evaluated Models and Inference Setup

Model GPU Used

Claude (Anthropic) Proprietary (Cloud API)
Gemini [54] Proprietary (Cloud API)
Grok [53] Proprietary (Cloud API)
DeepSeek-R1-Distill-Qwen-32B [47]  2x A100-80GB

Llama 2 70B [67] 2% A100-80GB

Mixtral [55] A100

Phi-4 [68] A100

4.1.1 Inference pipeline

For inference, we used Hugging Face’s Transformers library. We used AutoTokenizer and
AutoModelForCausalLM to load the model and tokenizer, then employed the built-in text-
generation pipeline for generating responses on the MAPP test data. After the pipeline
completed inference, we calculated the confusion matrix by calculating true positives, false
positives, true negatives, and false negatives. This setup provided a foundation to evaluate
models behavior on the MAPP dataset.
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4.1.2 Exploratory Inference on the MAPP Dataset

Using the above mentioned setup, we conducted preliminary inference on the MAPP dataset
to gain initial insights into model behavior. The main purpose of this experiment was to
assess the feasibility of using MAPP for our main experiments, particularly for third-party
data practices.

We experimented with two prompt styles: one requesting all data types at once and another
querying each category separately. The following prompts shown below 7?7 have the structure

of our prompt that we used for the single attribute inference.

Privacy Policy Analysis Prompt

You are a helpful assistant trained to analyze privacy policies. Always respond with YES
or NO as instructed.

The following content between the double quotation marks is a privacy policy.

”Privacy policy text”

Task:

Determine whether the privacy policy explicitly affirms that any of the following personal
data types are collected by or shared with third parties. Only return "YES” if the policy
clearly states or directly implies that the specific data type is collected by or shared with a
third-party. If the data type is not mentioned or the policy is unclear, return "NO.”

Data Types:

”Financial”: Financial information, such as credit/debit card data, other payment informa-
tion, credit scores, etc.

Output Format Instruction:

Please format your answer as follows:

Data: Answer

where Data is the data type above, and Answer must be only YES or NO. Strictly follow
the output format. Do not add anything extra in the response.

Figure 4.1: Prompt Template for Privacy Policy Analysis Task for one infomation type

The prompt that we used to run the inference experiment for all the information types at

once is as follows in the given table 4.2
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Privacy Policy Analysis Prompt

You are a helpful assistant trained to analyze privacy policies. Always respond with YES
or NO as instructed.

The following content between the double quotation marks is a privacy policy.

” Affiliates Press Contact Support Terms Privacy Site Notice”

Task:

Determine whether the privacy policy explicitly affirms that any of the following personal
data types are collected by or shared with third parties. Only return ”YES” if the policy
clearly states or directly implies that the specific data type is collected by or shared with a
third-party. If the data type is not mentioned or the policy is unclear, return ?NO.”

Data Types:

e "Financial”: Financial information, such as credit/debit card data, other payment
information, credit scores, etc.

e ”Health_genetic_or_biometric_data”: Information about a person’s health, genome, or
biometric markers.

e ”Contact_information”: Contact information, such as name, email address, phone
number, street address, etc.

e ”Location”: Geo-location information (e.g., user’s current location) regardless of gran-
ularity, i.e., could be exact location, ZIP code, city level.

e ”"Demographic_data”: Demographic information, e.g., gender, sexual orientation,
race, ethnicity, age, occupation, education, etc.

e "Personal_identifier”: Identifiers that uniquely identify a person, e.g., SSN, ID card
number, driver’s license number, etc.

e ”User_online_activities”: The user’s online activities on the first-party websites/apps
or other (third-party) websites/apps, e.g., user profiles, pages visited, time spent on
pages, general user behavior online, etc.

e ”Social_media_data”: User profile and data from a social media website/app or other
third-party service to which the user gave the First_Party access, e.g., by connecting
with Facebook, Twitter, or other services. Exchanged data may include user profile,
photos, comments, friends, etc.

e "IP_address_and_device_IDs”: Permanent (e.g., device IDs, MAC address) or tem-
porary (e.g., IP address) identifiers needed to establish a connection for the current
browsing session.

e ”Cookies_and_tracking elements”: Identifiers locally stored on the user’s device by
the company/organization or third parties, including cookies, beacons, or similar
that are commonly used to identify users uniquely but are not essential to establish
a connection with the user’s device or to provide a service.

e ”Computer_information”: The type of operating system (OS) or web browser that
the user uses, or similar computer or device information.

e ”Generic_personal_information”: No specific type of information is mentioned, but
the policy talks about ’personal information’ or 'personally identifiable information’
in general.

e "Political religious_or_philosophical_belief”: Any data that describes political, reli-
gious, or philosophical beliefs of individuals.

e ”Other”: A specific type of information not covered by other values for this attribute.

e ”Unspecified”: The type of information is not explicitly stated or unclear (e.g., refers
to ’information’ very generically).

Output Format Instruction:

Please format your answer as follows:

Data: Answer

where Data is the data type above, and Answer must be only YES or NO. Strictly follow
the output format. Do not add anything extra in the response.

Figure 4.2: Comprehensive Privacy Policy Analysis Prompt with Multiple Data Types
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4.2 Results on the MAPP Dataset

We evaluated MAPP dataset using the models mentioned in Table 4.1. We analyzed these
models to predict whether the privacy policy mentions that it shares the user’s personal
information type with a third party or not. The results obtained from these models are
explained in the subsections below follows. We focused only on the F1 score as the nature
of our dataset is unbalanced.

We tested each model at temperatures 0 and 1. This was to test at which extreme the model
performs better. In this phase, we were following the prompt design mentioned in [69]. All
the experiments with the MAPP dataset were based on these prompts with some level of

tweaking. But the base structure was the same.

4.2.1 Claude (Anthropic) on MAPP

Based on the results of experiments Claude on the MAPP dataset (Table 4.2), the F1 scores
for Claude (Anthropic) are generally low across all temperature settings, indicating limited
effectiveness in detecting third-party information in the MAPP dataset. However, the Haiku
variant, especially when combined with a different prompt strategy, shows improvements,

suggesting that both model variant and prompt design can significantly impact performance.

Table 4.2: F1 Score Comparison by Temperature: Claude (Anthropic) and Gemini 1.5
Flash on MAPP Dataset

Model Temperature F1 Score
Claude (Anthropic) 0 0.0622
Claude (Anthropic) 0.2 0.0542
Claude (Anthropic) 1 0.0485
Claude (Anthropic, Haiku) 1 0.2576
Claude (Anthropic, Haiku, different prompt strategy) 1 0.4095
Gemini 1.5 Flash 1 0.3243

422 Grok

Grok models were evaluated on third-party information types with various prompt engi-
neering and temperature settings (Table 4.3). Notably, adding a clear third-party definition
to the prompt significantly improved F1 scores. The Grok 3 Beta model with definitions
achieves the best results among the Grok variants. This highlights the importance of prompt
clarity and the model’s ability to leverage explicit instructions for better third-party infor-

mation detection.
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Table 4.3: F1 Scores for Grok on Third-Party Information Types

Setting Temperature Definitions F1 Score
Grok 3 Mini 0 NO 0.1506
Grok 3 Mini 1 NO 0.1601
Grok 3 Mini 0 YES 0.2687
Grok 3 Mini 1 YES 0.2709
Grok 3 Beta 1 YES 0.2904

Mixtral and Phi-4 Results (Third-Party)

Mixtral and Phi-4 were evaluated on third-party information types at a temperature of 0
(Table 4.4. Both models struggled with class imbalance, with Mixtral achieving a very low

F1 score and Phi-4 performing slightly better.

Table 4.4: F1 Scores for Mixtral and Phi-4 (Third-Party, Temp 0)

Model F1 Score
Mixtral (Temp 0) 0.037
Phi-4 (Temp 0) 0.118

Both Mixtral and Phi-4 struggle with the third-party detection task, as indicated by their
low F1 scores. Phi-4 performs slightly better than Mixtral, but overall the perfomance of
the model using prompt 4.2 was bad.

4.2.3 DeepSeek-R1-Distill-Qwen-32B (Temperature 1 and 0)

DeepSeek-R1-Distill-Qwen-32B was evaluated on third-party information types, both as a
base model and with fine-tuning. Based on the results in Table 4.5, the model struggled
with class imbalance, but prompt engineering and fine-tuning improved F1 scores in some
settings.

DeepSeek-R1-Distill-Qwen-32B’s base model performs poorly when evaluated on all at-
tributes together, with F1 scores close to zero. However, when evaluated on single attributes,
the model achieves much higher F1 scores for certain categories (e.g., Demographic, Finan-
cial, Personal Identifier), indicating that DeepSeek-R1-Distill-Qwen-32B can be effective for
specific information types when the class imbalance is less severe or the attribute is more
clearly defined. Nevertheless, performance remains inconsistent across categories, and the

model struggles with others, especially under class imbalance.
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Table 4.5: F1 Scores for DeepSeek on Third-Party Information Types

Setting F1 Score
Single Attribute, Temp 0
Contact Information 0.4211
Health 0.0000
Social Media 0.0800
Demographic 0.8000
Location 0.2500
User Online Activities 0.4091
Financial 0.5455
Personal Identifier 0.6667
Generic Personal Information 0.5349
Political and Religious N/A
Single Attribute, Temp 1

Contact Information 0.0588
Location 0.0000
Cookies 0.1429
Personal Identifier 0.0263
Demographic Data 0.0294
Health (Generic) 0.0000
Social Media Data 0.0455
User Online Activities 0.1345
Generic Personal Information 0.1720

Political or Religious Information 0.0000

424 Gemini on MAPP

For Gemini, we tested both prompt styles: querying all personal information attributes

together and querying each attribute separately. The results are reported in Table 4.6.

Table 4.6: F1 Score for Gemini 1.5 Flash on MAPP Dataset (All Attributes Combined)

Model F1 Score
Gemini 1.5 Flash 32.43%

Gemini 1.5 Flash achieves a moderate F1 score when evaluated on all attributes combined,
outperforming several other models. 4.6. When we tested the model with single attribute
inference approach, Gemini demonstrated strong performance for some categories at tem-
perature = 0 (e.g., Demographic), but F1 scores are zero for health. 4.7This suggest that if

done correctly, with prompt engineering, the results from Gemini can be improved.
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Table 4.7: F1 Score for Gemini Single Attribute Results

Information Type F1 Score
Computer Information 0.2000
Location 0.2000
Contact Info 0.2759
Other 0.1333
Cookies and Tracking Elements 0.3448
Personal Identifier 0.0000
Demographic Data 1.0000
Philosophical Data 0.0000
Financial 0.1739
Social Media Data 0.0588
Generic Personal Info 0.3243
Unspecified 0.2535
Biometric 0.0000
User Online Activities 0.3077
IP Address and Device IDs 0.3636

425 Llama?2 70B on MAPP

Llama 2 70B, does not support structured outputs. When prompted with an unstructured
output format, the model often produced irrelevant, verbose, or off-format responses, making
automated evaluation challenging. This issue was consistent across all prompt styles (full,
shortened, and few-shot). For example, the model sometimes outputs long, rambling, or
repetitive text, or simply repeats the prompt or instruction instead of providing answers
in the required format. These results indicate that Llama 2 70B behaves differently with

respect to different information types, as shown in the table 4.8.

Table 4.8: F1 Scores for Llama 2 70B by Information Type

Category F1 Score
IP Address and Device IDs 0.57
Contact Information 0.26
Generic Personal Information 0.25
Personal Identifier 0.10
Cookies and Tracking Elements 0.42
Computer Information 0.49
User Online Activities 0.43
Social Media Data 0.20
Financial 0.44
Location 0.35
Health, Genetic, or Biometric Data 0.38
Demographic Data 0.40

Llama 2 70B shows highly variable performance across information types, with some cate-
gories achieving moderate F1 scores (e.g., IP Address and Device IDs, Cookies and Tracking
Elements), while others remain low. The overall F1 score is modest, and the model’s ten-
dency to produce unstructured or verbose outputs further limits its utility for automated

evaluation in this context.
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4.2.6 Observations from Visual Comparison
Considering All Attributes Together

e Overall Low Performance: When models are tasked with predicting all attributes
at once, most achieve low F1 scores (Figure 4.3). This suggests that the multi-label,
multi-class nature of the task is challenging for current LLMs, especially in the presence

of class imbalance.

e Model Differences: Based on Figure 4.3, Gemini stands out with a notably higher
F1 score compared to other models, indicating better generalization or adaptation
to the complex prompt. Claude (Anthropic) and Grok show moderate performance,
while DeepSeek-R1-Distill-Qwen-32B, Mixtral, and Phi-4 struggle, possibly due to

their architectures or training data limitations.

e Impact of Prompt Complexity: The drop in performance for most models in
this setting (considering all attributes together) highlights the importance of prompt
design and the limitations of LLMs in handling complex, multi-faceted queries without

additional guidance or structure.
Single Attribute/Category

e Improved and Varied Performance: Based on the Figure 4.4, and in comparison
with Figure 4.3 F1 scores generally improve when the task is simplified to single-
attribute prompts, especially for certain categories. This demonstrates that models
are better at focused, binary classification tasks than at handling multiple labels si-

multaneously.

e Category Sensitivity: Some categories (e.g., Cookies and tracking elements, Ip
address and device info) show much higher F1 scores (Figure 4.4), suggesting that
these are either more clearly defined in the data or more easily recognized by the
models. Other categories (e.g., Social Media, Financial) remain challenging, possibly

due to ambiguity or fewer positive examples.

e Model Strengths: DeepSeek-R1-Distill-Qwen-32B and Gemini show strong perfor-
mance in several categories (Figure 4.4),indicating their potential for targeted infor-
mation extraction as compared to the joint inferance for all information type at once in
a single prompt. However, performance is inconsistent across categories, highlighting

the need for further fine-tuning or data balancing.

General Insights

e Prompt Engineering Matters: The clear difference in performance between the
two prompt strategies explains the importance of prompt engineering. Clear, focused
prompts enable models to perform better as they help them to understand the problem

in a better way.



MAPP Experimentation 32

0.35 0.324

F1 Score

Mixtral Phi-4

Claude Gemini Grok Mini

Figure 4.3: F1 comparison of different models for all information types for MAPP dataset
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Figure 4.4: F1 comparison of different models for each information types separately for

MAPP dataset - temperature = 0
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e Class Imbalance Remains a Challenge: Even with single-attribute prompts, cat-
egories with fewer positive examples still yield low F1 scores, indicating that class

imbalance is a persistent issue.

e No Universal Winner: No single model consistently outperforms others across all

settings and categories.

4.2.7 Motivation for Choosing the OPP_115 Dataset

Given the limitations of the MAPP dataset, most notably the imbalance in key label cate-
gories, we shifted our focus to the OPP_115 dataset for subsequent experiments. OPP_115
offers a more balanced label distribution, particularly across first-party and third-party data
practices, enabling more robust and meaningful model evaluation.

This decision was taken as we needed a dataset that supports both evaluation and train-
ing characteristics, that is, more balanced labels for all classes. As demonstrated in later
sections, OPP_115 facilitated a more consistent experimental pipeline and more reliable re-
sults. Although it is also imbalanced, it still improved the overall inference and fine-tuning

pipeline.
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5.1 Introduction

In this section, we evaluate the performance of large language models using the OPP_115
dataset. The experiment focused on analyzing the ability of the model to correctly answer
whether the personal information type is being shared with a third-party or not using the
OPP_115 dataset. The experiments are more elaborate and extensive as compared to the
MAPP dataset analysis, as we learned some lessons and shortcomings from our exploratory
research and implemented them in the best possible way for the large language models using
OPP_115. In the analysis, we performed an ablation study. By adding or removing different
prompt components, we analyzed the capacity of different LLMs to answer privacy prompts
related to the third party data sharing.

As mentioned earlier, for performance evaluation, we used confusion matrices to calculate
accuracy, precision, recall, and Fl-score. Among these, our primary focus was on the F1
score, as it provides a balanced measure of both precision and recall. It is especially impor-
tant in scenarios with class imbalance, which is present in our privacy policy corpus. High
precision ensures that predicted attributes are correct, while high recall ensures that the
most relevant attributes are captured. The F1 score, as their harmonic mean, effectively
captures the trade-off between them. We have reported these metrics individually for each

attribute to assess model performance.

5.1.1 Experimental Setup

Our experimental setup consisted of the following components.

e Inference Pipeline with vLLM: For our OPP_115 analysis, we used vLLM for our
open source models. vLLM is also an open-source library. The main focus of vLLM
library is to optimize the deployment and inference of large language models (LLMs).
It helps in the performance of inference pipeline by minimizing memory overhead and
utilizing continuous batching strategies. This results in significantly higher throughput

and efficiency compared to traditional inference approaches.

e Local Model Deployment: Due to the lack of internet connectivity on our GPU
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machines, we pre-downloaded the model and loaded it locally prior to running the

inference. This ensured a smooth and uninterrupted inference workflow.

e Half-Precision Model Loading (FP16): When we load the model for inference,
we have to mention the precision with which the model should be loaded. For our
experimentation, we loaded the models in half precision (16-bit floating point) format.
We took this decision after comparatively experimenting with both precisions. The
evaluation showed negligible differences in accuracy metrics between the two, while
half precision substantially reduced the memory footprint, and it made the inference
pipeline faster as well. Notably, loading the model in FP16 required only half the

GPU resources compared to FP32, allowing us to optimize hardware usage effectively.

We validated this choice by running an internal benchmark comparing both precisions.
The results showed minimal performance difference: the 32-bit model achieved an F1
score of 0.6122, while the 16-bit model scored 0.6118. Given the faster inference time
and smaller memory footprint, we adopted 16-bit precision for all experiments. The
results for our benchmark are mentioned in the table below 5.1. We only tested it

with 2 models and generalize it for the Mixtral as well.

Table 5.1: Comparison of model performance, efficiency, and resource usage at different
precisions

Model Precision F1 Score GPU Usage
DeepSeek_R1_Distill_Qwen_32B  32-bit 0.6122 Higher
DeepSeek_R1_Distill Qwen_32B  16-bit 0.6118 Lower
Llama 3 8B 32-bit 0.5000 Higher
Llama 3 8B 16-bit 0.5143 Lower

e Structure outputs We used the structured output for our output configuration. This
helped us in the most profitable way, as the response before implementing structured
output was uncertain. This structured output increased the response quality to a high
level. For instance, the response before and after the implementation of structured

output is as follows.

e Ablation study To understand the impact of prompt design, we conducted the same
ablation study. We systematically added or removed various sections from the prompt

and calculated the F1 score using the test dataset.

The ablation configuration was as follows.

— Effect of temperature variation

— Effect of top p variation

Effect of different numbers of few-shot prompts

Effect of inclusion and exclusion of third-party definition

— Effect of prompt with all the attributes together
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5.1.2 Performance Analysis of DeepSeek-R1-Distill-Qwen-32B for Privacy Policy
Classification

This section evaluates the performance of the DeepSeek-R1-Distill-Qwen-32B model using

OPP_115 dataset. In this analysis, we have examined the impact of temperature, a few-shot

prompting, the presence and absence of third-party (TP) definitions, and the presence or

absence of instructions on the performance of DeepSeek-R1-Distill-Qwen-32B

5.1.2.1 Prompt Selection
Prompt engineering has a significant effect when we test LLM’s performance in our privacy
policy analysis case. We tested various prompt styles, and the best that worked for us is

mentioned here. 5.1.2.1
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Base Prompt

Task: Analyze this privacy policy for third-party computer

information disclosures. Respond ONLY with "YES" or "NO".
Definitions

Computer_information:

"The type of operating system (0S) or web browser that the
user uses, or similar computer or device information."
third-party:

"Natural or legal person, public authority, agency, or body
other than the data subject, controller, processor and
persons who, under the direct authority of the controller
or processor, are authorised to."

Analysis Criteria

« Only mark as YES if the policy clearly states that

computer information is shared with third parties

« If the policy is unclear or doesn’t explicitly mention

sharing, mark as NO
« Be very strict in your analysis | require clear evidence

Examples

[YES]:

"We share your operating system and browser type with Google
for analytics purposes"

"Our advertising partners receive device information, such as
browser version, for targeted ads"

[NOT] :

"We collect device information for site functionality"
"Third parties may access data"

"Operating system data is used to improve our services"
Policy: "[text]"

Answer: Computer_information: [YES/NO]

5.1.2.2 Temperature Variations

The temperature parameter influences the randomness or creativity of large language models
(LLMS) during inference. To understand its effect in the context of privacy policy analysis,
we evaluated three different temperature settings across all attributes of the type of personal
information.

The table shows that the model performs the best at temperature 0 for most of the personal
information types. However, in some cases, like Financial and others, the model performed

better at a temperature of 0.2. In these cases when the context is not very distinctive,
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the model benefited from its creativity. From this we can say that in order to identify
privacy policies, we need the model to be in its deterministic form. High temperature value
introduces variability in the model response, which tends to degrade the performance for
most of the information types. This comes with an exception of few information types,
where the model in creative mode improves the F1 score.

In summary, for this domain-specific task, if we load the model in its most conservative
form, it returns the most reliable results in most of the case. This means reduced creativity
leads to more accurate and consistent performance on our specific domain. However, there
is no fit for all. It’s better to test the information types at various temperatures and try
to create a balance between recall and precision as clearly suggested by the results in the
table. 5.2

For detailed visual analysis of temperature effects across all attributes, see Figure B.1 in

Appendix B.

Table 5.2: F1 scores for all attributes across temperature settings (0, 0.1, 0.2). The highest
score in each row is bolded.

Attribute Temp 0 Temp 0.1 Temp 0.2
Contact 0.2647 0.2571 0.2329
Cookies and Tracking 0.6118 0.6000 0.5977
Demographic 0.3448 0.2581 0.2162
Financial 0.4444 0.4167 0.4651
Computer Information 0.2264 0.2308 0.2069
Generic Personal 0.4495 0.4482 0.4078
Health 0.2500 0.1250 0.1111
IP Address and Device IDs  0.5714 0.5455 0.5455
Location 0.6154 0.5714 0.5333
Other 0.1798 0.1978 0.2391
Personal Identifier 0.0190 0.0206 0.0204
Survey Data 0.0606 0.0571 0.0571
Unspecified 0.4103 0.4051 0.3975
User Online Activities 0.4754 0.4754 0.4567

5.1.2.3 Few-Shot Prompting

A few shots prompting involves providing examples with their expected output. We ex-
perimented with 0, 1, 2, and 3-shot prompting techniques. Few-shot prompting is done to
guide the model’s output. The results show mixed effects depending on the label. For Cook-
ies_and_tracking_elements, performance improves with more shots, reaching an F1 score of
0.6118 with 3 shots, compared to 0.4956 with 0 shots. In contrast, Computer_information
performs better with 0 shots (F1 score 0.1839) than with 1 or 2 shots (0.1791 and 0.2034,
respectively), suggesting that examples may introduce noise for certain categories.

The health information section was the hardest for deepseek analysis. Even when we tried
to help the model by giving it more targeted few-shot examples that were very similar to
the test cases, it still didn’t predict them correclty. This suggests that the model may not

be able to generalize well in the case of health.
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For comprehensive analysis of few-shot prompting effects across all attributes, see Figure B.2

in Appendix B.

Table 5.3: F1 scores for all attributes across few-shot prompt counts (0, 1, 2, 3 shots).
Missing values indicate unavailable data. Highest values in each row are bolded.

Attribute 0-shot 1-shot 2-shot 3-shot
Computer Information 0.1839 0.1791  0.2034 0.2308
Contact 0.2647  0.2647 0.2647 0.3238
Cookies and Tracking 0.4956  0.5455  0.5217 0.6118
Demographic 0.2182  0.2857  0.2857 0.3448
Financial 0.2973  0.4151 0.5116 0.4444
Generic Personal 0.4580 0.4663 0.4459  0.4495
Health 0.1111  0.2500 0.2500 0.2500
IP Address and Device IDs  0.2571 0.5714 0.5714 0.5714
Location 0.3200 0.5000 0.6154 0.6154
Personal Identifier 0.0309 0.0198 0.0179  0.0206
Survey Data 0.0741 0.0588  0.0488  0.0606
Unspecified 0.2778  0.4000 0.4103 0.3333
User Online Activities 0.4328  0.4234 0.4328 0.4754

5.1.2.4 Third-Party Definitions

DeepSeek-R1-Distill-Qwen-32B is a Chain-of-Thought (CoT) based model, which generally
performs better when provided with clear reasoning steps or well-written instructions. In
our previous experiments, we used a base prompt that included the definition of the ” Third-
Party”. To understand the impact of this additional information, we tested how the model
would perform if we removed the ” Third-Party” definition from the prompt.

We found out that removing this part actually improved the F1 scores across all attributes.
One possible explanation is that the " Third-Party” definition may have caused confusion or
distraction for the model, making it harder for it to focus on the main task. Without that
extra context, and allowing the model to rely on its pre-trained knowledge seemed to have
a better effect on the overall performance of the model.

This suggests that sometimes giving too much information in the prompt especially if it is
not directly useful, can hurt the model’s performance. For models like DeepSeek-R1-Distill-
Qwen-32B that rely on CoT reasoning, keeping the prompt simple and focused might lead
to better results.

For detailed analysis of third-party definition effects, see Figure B.3 in Appendix B.
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Table 5.4: F1 scores for all attributes across third-party definition settings. Highest values

in each row are bolded.

Attribute Without TP With TP
Computer Information 0.5000 0.2308
Contact 0.2917 0.2647
Cookies and Tracking 0.6176 0.6118
Demographic 0.4000 0.3448
Financial 0.5263 0.5116
Generic Personal 0.4468 0.4663
Health 0.4000 0.2500
IP Address and Device IDs 0.5455 0.5714
Location 0.6667 0.6154
Personal Identifier 0.0440 0.0190
Survey Data 0.1333 0.0741
User Online Activities 0.5047 0.4754

5.1.2.5 Effect of Instructions

The removal of instruction has a negative effect on the performance of the model. as the

F1 score drops by 50 percent for cookies and tracking elements. So, we generalize it for all

other information types as well.

Table 5.5: F1 scores for attributes with and without instructions. Highest values in each

row are bolded.

Attribute With Instructions Without Instructions
Cookies and Tracking 0.6118 0.3587
Health 0.2500 0.2222
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5.1.3 Performance Analysis of Mixtral for Privacy Policy Classification
In this section, we evaluate the performance of the Mixtral 8x7B model model using OPP_115
dataset. In this analysis, we have examined the impact of temperature, a few-shot prompt-

ing, the presence and absence of information type definitions on the performance of Mix-
tral8x7B.

5.1.3.1 Prompt Engineering

After testing multiple prompts with DeepSeekR1DistillQwen32B, the plan was to use the
same prompt and test Mixtral and all other models in our list. To our surprise, the same
prompt that worked good for DeepSeek-R1-Distill-Qwen-32B performed really badly for
Mixtral. The results that we obtained using the same prompt as Mixtral are mentioned in
the following table 5.6

Table 5.6: F1 scores for attributes when Mixtral was tested using
DeepSeek-R1-Distill-Qwen-32B prompt.

Attribute F1 Score (DeepSeek Prompt)
Computer Information 0.1194
Demographic 0.0253
Health 0.0000
IP Address and Device IDs 0.0318
Location 0.0223
Other 0.0680
Survey Data 0.0400

So, in order to find the right type of prompt that will work for mixtral, we started doing
prompt engineering again. We tried out many prompts from the simplest to the complex,

and found out that the following prompt 5.1.3.1 worked better for Mixtral.

Instruction-Style Prompt

<s>[INST]

You are a privacy policy analysis assistant. Respond ONLY
with "YES" or "NO" to indicate whether the

privacy policy mentions third-party [Personal_-Information_Type]
sharing.

Example 1:

Privacy Policy: "We may use third-party cookies to track

your behavior across websites."

Answer: [[ [Personal_Information Typel]: YES ]]

Example 2:

Privacy Policy: "We only use internal analytics tools."
Answer: [[ [Personal_-Information_-Type]: NO ]]

Now analyze the following:
Privacy Policy: [text]
[/INST]
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Then we kept this prompt as a base prompt, and performed an ablation study as we did
for DeepSeek-R1-Distill-Qwen-32B. We added and removed components from the prompt
to see how each component of the prompt effects the model’s output. As mentioned earlier,
we tested mixtral with the same prompt as of deepseek and calculated the F1 score for it as
well. Following are all the experiments that we performed on mixtral along with their F1

score.

5.1.3.2 Temperature Variations

Temperature settings influence output determinism, with lower values (e.g., 0) producing
more predictable results. Table 5.2 presents F1 scores for all attributes across different
temperature settings (0, 0.1, 0.2). Cookies and Tracking Elements achieves the highest F1
score (0.6000 at temperature 0), which again shows strong performance with deterministic
outputs. Financial shows a decline from 0.3529 (temp 0) to 0.1008 (temp 0.2), driven by
increased false positives and reduced precision. Less distinctive categories like Personal
Identifier, Survey Data, and User Profile consistently yield F1 scores of 0.0000, indicating
challenges when the information type is vague or does not have clear definition. Health and
Location exhibit moderate performance (0.3636 and 0.2222 at temp 0).

For detailed visual analysis of temperature effects across all attributes, see Figure B.4 in

Appendix B.

Table 5.7: F1 scores for all attributes across temperature settings (0, 0.1, 0.2) for Mixtral.
All values are derived from confusion matrices and performance metrics. Highest values in
each row are bolded.

Attribute Temp 0 Temp 0.1 Temp 0.2
Computer Information 0.1818 0.0870 0.0745
Contact 0.3077 0.1410 0.1172
Cookies and Tracking 0.6000 0.5238 0.4348
Demographic 0.3750 0.2553 0.1064
Financial 0.3529 0.1818 0.1008
Generic Personal 0.0227 0.2222 0.1872
Health 0.3636 0.2059 0.4571
IP Address and Device IDs 0.0000 0.1379 0.1923
Location 0.2222 0.0789 0.0762
Other 0.1185 0.1357 0.1053
Personal Identifier 0.0000 0.0208 0.0195
Survey Data 0.0000 0.0000 0.0093
Unspecified 0.3681 0.2910 0.2508
User Online Activities 0.2566 0.3881 0.2619

User Profile 0.0000 0.0525 0.0480
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5.1.3.3 Few-Shot Prompting

We experimented with Mixtral by providing 0, 1, 2, 3-shot examples in the prompt. Table
5.8 shows F1 scores for all attributes across 0, 1, 2, and 3 shots. Cookies and Tracking
Elements peaks at 0.6000 with 1 shot but the F1 score decreases to 0.3846 with 3 shots,
suggesting that additional knowledge in the prompts may introduce noise for the model.
Health performs best with 0 shots (0.5714), dropping to 0.3265 with 3 shots. Financial
achieves 0.4167 with 0 shots but falls to 0.0000 with 2 or 3 shots, indicating sensitivity to
prompt count. Generic personal information remains weak across all settings (0.1439 at 0
shots, 0.0000 at 2 and 3 shots), and sparse categories like personal identifier, survey data,
and user profile consistently score 0.0000. This means adding more shots in the prompt
adds noise for the model. A one-shot prompt is the best configuration in our scenario for
the model.

Table 5.8: F1 scores for all attributes across few-shot prompt counts (0, 1, 2, 3 shots) using
Mixtral. Missing values indicate unavailable data. Highest values in each row are bolded.

Attribute 0-shot 1-shot 2-shot 3-shot
Computer Information 0.1071 0.1818 0.1818 -
Contact 0.1711 0.3077 0.2857 -
Cookies and Tracking 0.5867 0.6000 0.5098  0.3846
Demographic 0.2703 0.3750 0.1429 0.0714
Financial 0.4167 0.3529  0.0000  0.0000
Generic Personal 0.1439 0.0227  0.0000  0.0000
Health 0.5714 0.3636  0.3636  0.3265
IP Address and Device IDs  0.2500 - 0.1250 -
Location 0.0727 0.2222 0.1538 -
Other 0.1393 0.1185 0.1571 -
Personal Identifier 0.0150 0.0000  0.0000 -
Survey Data 0.0000 0.0000 0.0000 -
Unspecified 0.3092 0.3681 0.2896 -
User Online Activities 0.2844 0.2566  0.2833 -
User Profile 0.0000 0.0000 0.0000 -

5.1.3.4 Presence of contextual definitions

We tested mixtral by adding or removing contextual definitions in the prompt. For example,
we provided the information type definition in the prompt to help model understand the
promptl. Table 5.9 presents F1 scores for all attributes with and without definitions. Cookies
and Tracking Elements improves with definitions (0.6667 vs. 0.6000 without), and financial
reaches 0.5455 with definitions compared to 0.4167 without. Demographic also benefits
(0.4167 vs. 0.3750). However, Generic Personal Information performs worse with definitions
(0.0417 vs. 0.1439), and Health drops from 0.5714 (without) to 0.3750 (with). Sparse
categories like Personal Identifier, Survey Data, and User Profile show F1 scores of 0.0000
in most settings, indicating limited effectiveness of definitions for these type of informatoin

types.
For detailed analysis of definition effects, see Figure B.6 in Appendix B.
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Table 5.9: F1 scores for all attributes with and without definitions. Highest values in each
row are bolded.

Attribute With Definitions Without Definitions
Computer Information 0.2593 0.1818
Contact 0.2069 0.3077
Cookies and Tracking 0.6667 0.6000
Demographic 0.4167 0.3750
Financial 0.5455 0.4167
Generic Personal 0.0417 0.1439
Health 0.3750 0.5714
IP Address and Device IDs 0.1538 0.2500
Location 0.3000 0.2222
Other 0.1241 0.1571
Personal Identifier 0.0000 0.0150
Survey Data 0.0000 0.0000
Unspecified 0.2000 0.3681
User Online Activities 0.3497 0.2844
User Profile 0.0000 0.0000

5.1.4 Performance Evaluation of Grok for Privacy Policy Classification

In this section, we evaluates the performance of Grok3-beta model model using OPP_115
dataset. In this analysis, we have examined the impact of few-shot prompting at temperature
0 for Grok3-beta. For Grok, we restricted our self to just one ablation study as it is a paid

service. So, we kept our focus on one type of experiment only.

5.1.4.1 Prompt engineering

As each model expects a different foramt or strucutre of the prompt, so we did some prompt
engineering experiments for Grok to check at which prompt, the model is at its peak per-
formance. After several experiments with prompt design, we choose the following prompt

for the rest of our experiments.

Grok Prompt Example

System Instruction:

Task: You are a helpful assistant, expert in analyzing this
privacy policy for third-party cookies and tracking elements
disclosures. Respond ONLY with "YES" or "NO".

Analysis criteria:

1. cookies and tracking elements are defined as "Cookies,
web beacons, pixel tags, or similar tracking technologies
used to collect information about your activity." 2. Only
mark as YES if the policy clearly states that cookies or
tracking elements are shared with third parties 3. If the
policy is unclear or doesn’t explicitly mention sharing, mark
as NO. 4. Be very strict in your analysis - require clear

evidence 5. If the policy says "May be", treat it as YES
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User Input:
Policy: [policy text]

5.1.4.2 Effect of few shot prompts

The F1 score analysis across few-shot learning configurations with the Grok model reveals
varying performance trends. Health achieves the highest F1 score of 0.8889 at 1-shot, in-
dicating strong classification performance, while Financial also performs well with a peak
of 0.6667 at both 1-shot and 3-shot. Cookies and Tracking Elements show a solid score
of 0.7407 at 0-shot, and Contact improves to 0.3091 at 1-shot. Categories like Personal
Identifier (0.0938 at 1-shot) and Survey Data (0.4000 at O-shot) exhibit lower scores, sug-
gesting classification challenges. The limited data for 2-shot and 3-shot settings indicates
that 0-shot and 1-shot configurations are most effective, with performance varying by at-
tribute. These findings underscore the importance of optimizing few-shot strategies for
specific privacy-related classifications.

The following table summarizes the F1 scores for each attribute across the different few-shot
learning configurations.

As shown in Prompt 5.1.2.1, the instruction template enforces a strict YES/NO response
format.

For detailed analysis of few-shot prompting effects, see Figure B.9 in Appendix B.

Table 5.10: F1 scores for each attribute in 0, 1, and 2-shot settings during the few-shot
experiment. Highest values in each row are bolded.

Attribute 0-shot 1-shot 2-shot
Cookies and Tracking Elements 0.7407 0.7692 0.6914
Computer Information 0.2791 0.2791 0.2632
Contact 0.3091  0.3269  0.2913
Financial 0.6667 0.5882  0.7097
Demographic 0.1429  0.1739 0.1778
Generic Personal Information 0.4825 0.5040 0.4800
Health 0.7059 0.8889 0.7778
IP Address and Device IDs 0.6667 0.5926  0.6000
Location 0.5714 0.5333  0.5000
Personal Identifier 0.0632 0.0938 0.0517
Survey Data 0.4000 0.4000 0.2857
User Profile 0.1728 0.1395 0.1224

User Online Activities 0.5045 0.4737 0.5283
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5.1.5 Performance Evaluation of Gemini for Privacy Policy Classification

In this section, we evaluated the performance of Gemini model in identify whether the
privacy policy states that it shares user’s personal information type with third parties or
not. We performed the same ablation study with limited criteria due to the budget limit of
Gemini credits. We assessed the model’s performance using two different criteria. Firstly,
we tested the model’s performance on different temperature levels and a few different shot

examples. The results for each are mentioned below

5.1.5.1 Prompt engineering
For Gemini, we ran a few experiments to verify the prompt that works best for Gemini.
Since it was a paid service. The testing remained limited for prompt engineering as well.

The final prompt that we went with for the rest of the experiments is mentioned in Figure
5.1.5.1

Privacy Policy Cookie Analysis Prompt

System Instruction: You are a helpful assistant, expert in

analyzing this privacy policy for third-party cookies and

tracking elements disclosures. Respond ONLY with ’YES’ or
INOI . n

Instructions:

1. Cookies and tracking elements are defined as ’Cookies,

web beacons, pixel tags, or similar tracking technologies
used to collect information about your activity.’

2. Only mark as YES if the policy clearly states that
cookies or tracking elements are shared with third parties.
3. If the policy is unclear or doesn’t explicitly mention
sharing, mark as NO.

4. Be very strict in your analysis | require clear evidence.
5. 1If the policy says ’"May be’, treat it as YES.

User Input:

Read the privacy policy and answer ONLY "YES" or "NO". Does
the following policy mention that it shares Cookies and
tracking information with third parties?

Policy: [text]

5.1.5.2 Effect of Temperature Variation

This experiment evaluates the impact of temperature settings (0, 0.1, 0.2) on F1 scores
when instructions and definitions are provided. Temperature controls the randomness of
the model’s output, with lower values producing more deterministic results.

The F1 scores vary across categories and temperature settings. For Cookies and Tracking
Elements, the F1 score decreases from 0.6383 (temp 0) to 0.5254 (temp 0.2), indicating
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that increased randomness harms performance, likely due to more false positives reducing
precision. Similarly, Computer Information and Demographic show declines at higher tem-
peratures (e.g., Demographic drops from 0.4545 to 0.2353), suggesting deterministic outputs
are preferable for these categories. Conversely, Health improves from 0.8421 to 0.9000 at
temperatures 0.1 and 0.2, and IP Address and Device IDs increases from 0.3500 to 0.5161,
indicating that slight randomness aids in capturing sparse positive instances. Generic Per-
sonal Information peaks at 0.5822 (temp 0.1), while Location and User Online Activities
show mixed results, with higher F1 scores at temp 0.2. These trends suggest that optimal
temperature depends on the category, with low temperatures favoring precision-driven tasks
and slight randomness benefiting recall-driven ones.

For detailed visual analysis of temperature effects, see Figure B.7 in Appendix B.

Table 5.11: F1 scores for all attributes across temperature settings (0, 0.1, 0.2). Highest
values in each row are bolded.

Attribute Temp 0 Temp 0.1 Temp 0.2
Cookies and Tracking Elements  0.6383 0.5391 0.5254
Computer Information 0.3404 0.2791 0.2857
Contact 0.2500 0.2500 0.2698
Demographic 0.4545 0.5000 0.2353
IP Address and Device IDs 0.3500 0.4571 0.5161
Health 0.8421 0.9000 0.9000
Generic Personal Information 0.5316 0.5822 0.5794
Location 0.4348 0.4167 0.5455
Personal Identifier 0.0909 0.1017 0.1132
Survey Data 0.2222 0.4000 0.2857
User Profile 0.1918 0.2286 0.2121
User Online Activities 0.5133 0.4865 0.5243
Financial 0.6316 0.6471 0.5882

5.1.5.3 Effect of Few-Shot Prompting

This experiment compares F1 scores under zero-shot, one-shot, and two-shot prompting
strategies, where examples are provided to guide the model.

Few-shot prompting yields varied results. Demographic and Financial show consistent im-
provement, with F1 scores rising from 0.5000 to 0.6316 and 0.6471 to 0.6667, respectively, as
shots increase, indicating that examples enhance model understanding for sparse categories.
IP Address and Device IDs also improves from 0.5161 to 0.5833, benefiting from additional
context. However, Cookies and Tracking Elements declines from 0.6383 to 0.5405, and
Generic Personal Information drops from 0.5822 to 0.5104 with two shots, suggesting that
excessive examples may introduce noise or ambiguity for complex categories. Health remains
stable (0.9000 to 0.8889), reflecting robust performance regardless of examples. Survey Data
and User Profile show declining F1 scores, indicating limited benefit from examples. Over-
all, few-shot prompting is effective for categories with few positive instances but can degrade
performance for broader or noisier categories when too many examples are provided.

For comprehensive analysis of few-shot prompting effects, see Figure B.8 in Appendix B.
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Table 5.12: F1 scores for each attribute in 0-shot, 1-shot, and 2-shot prompting with
Gemini. Best score per row is bolded.

Attribute 0-shot 1-shot 2-shot
Computer Information 0.3404 0.3000  0.2667
Contact 0.2500 0.2632 0.2830
Cookies and Tracking Elements 0.6383  0.6200  0.5405
Demographic 0.5000 0.5882 0.6316
Financial 0.6471  0.6250 0.6667
Generic Personal Information 0.5822 0.5729 0.5104
Health 0.9000 0.9000 0.8889
IP Address and Device IDs 0.5161  0.5385 0.5833
Location 0.5000 0.4211  0.4348
Personal Identifier 0.1132 0.1739 0.1429
Survey Data 0.4000 0.2857  0.2222
User Online Activities 0.5243 0.5273 0.4870
User Profile 0.2286 0.1972  0.2000

5.1.6 Performance Evaluation of llama for Privacy Policy Classification

The effectiveness of large language models (LLMs) in information extraction tasks heavily
depends on prompt design, particularly the use of in-context examples (Brown et al., 2020).
This chapter presents an ablation study to evaluate how the number of examples in few-shot

prompts impacts the extraction of three privacy-relevant data categories from policy texts:

5.1.6.1 Prompt engineering

When we did prompt engineering for Llama, we started with complex prompts including
instructions and a lot of contextual knowledge, as we were doing with DeepSeek, Grok, and
Gemini. But for Llama 3.1, the simplest clear prompts worked much better as compared
to the prompts with multiple instructions domain knowledege. So, after testing multiple
prompts, we finalized the following prompt mentioned in the figure 5.1.6.1 for Llama 3.1 8B

experiments.

Cookies and Tracking Data Classification Prompt

You are a helpful privacy policy classifier. Your task is
to classify whether a privacy policy states that it shares

cookies or tracking data with third parties.

Rules:

« Only answer "YES" if the policy mentions sharing or

providing cookies and tracking data to third parties.

« Only answer "NO" if the policy does not mention that
cookies and tracking elements are shared with third

parties.

« If the policy states "May be", take it as NO.
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Examples:

Policy: "We use Google Analytics to monitor performance."
Does this policy disclose sharing cookies or tracking data
with third parties?

Answer: NO

Policy: "We share cookie and tracking information with our
advertising partners to deliver personalized ads."

Does this policy disclose sharing cookies or tracking data
with third parties?

Answer: YES

Now classify the following policy:

Policy: [text]

Does this policy disclose sharing cookies or tracking data
with third parties?

Answer:

5.1.6.2 Effect of Temperature

We evaluate LLaMA’s performance under three temperature settings: 0.0, 0.1, and 0.2.

Table 5.13 shows the F1 scores across 13 attributes. The model performs best at temperature

0.0, with higher precision and F1 scores overall. As temperature increases, performance

drops slightly across most categories, particularly in more ambiguous ones such as Personal

Identifier and Contact Information.

For detailed visual analysis of temperature effects, see Figure B.10 in Appendix B.

Table 5.13: LLaMA F1 Scores Across Temperature Settings

Attribute Temp 0.0 Temp 0.1 Temp 0.2
Financial 0.2750 0.2292 0.1980
Computer Information 0.0302 0.0299 0.0249
Contact 0.2609 0.2353 0.1958
Cookies and Tracking 0.5143 0.4533 0.3902
Demographic 0.0811 0.0784 0.0727
Generic Personal Info 0.2350 0.2475 0.2429
Health 0.5714 0.5000 0.3810
IP Address and Device IDs  0.3077 0.2909 0.1667
Location 0.1404 0.1563 0.1124
Personal Identifier 0.0284 0.0458 0.0253
Survey Data 0.0426 0.0000 0.0000
User Profile 0.0628 0.0896 0.0896

User Online Activities 0.2160 0.2121 0.1988
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5.1.6.3 Effect of Few-Shot Prompting

To assess the value of in-context examples, we prompt the LLaMA model with 0-shot, 1-shot,
and 2-shot examples. Results in Table 5.14 show that 1-shot prompting generally improves
F1 scores across most categories. The 2-shot setting leads to further improvements in some
cases (e.g., Financial, User Online Activities), but stagnates or slightly drops in others (e.g.,
Contact, Generic Personal Information), suggesting diminishing returns.

For comprehensive analysis of few-shot prompting effects, see Figure B.11 in Appendix B.

Table 5.14: LLaMA F1 Scores With Few-Shot Prompting

Attribute 0-Shot  1-Shot  2-Shot
Financial 0.2750  0.3607 0.4255
Computer Information 0.0302  0.0698 0.0722
Contact 0.2609 0.4528 0.3492
Cookies and Tracking 0.5143 0.4722  0.4722
Demographic 0.0811  0.1613 0.1702
Generic Personal Info 0.2475 0.2857 0.2688
Health 0.5714 0.0000  0.0000
IP Address and Device IDs 0.3077 0.1856  0.2903
Location 0.1563 0.3810 0.3810
Personal Identifier 0.0458 0.0816 0.0227
User Online Activities 0.2160 0.3776 0.4381

5.1.6.4 Effect of Instructions

Lastly, we examine the effect of explicit instructions. Table 5.15 compares model outputs
with and without instruction guidance. Across nearly all attributes, the presence of task-
specific instructions improves F1 scores. The most notable improvements appear in high-
stakes categories such as Financial, Cookies and Tracking, and User Online Activities.

For detailed analysis of instruction effects, see Figure B.12 in Appendix B.

Table 5.15: LLaMA F1 Scores With and Without Instructions

Attribute With Instructions Without Instructions
Financial 0.4255 0.3607
Computer Information 0.0722 0.0504
Contact 0.4528 0.3596
Cookies and Tracking 0.5143 0.1634
Demographic 0.1702 0.1852
Generic Personal Info 0.1702 0.2469
Health 0.5714 0.1875
IP Address and Device IDs 0.3077 0.1887
Location 0.3810 0.2581
Personal Identifier 0.0816 0.0000

User Online Activities 0.4381 0.3015
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5.1.7 Performance Evaluation of Mixtral-instruct for Privacy Policy Classification
As we fine tune Mixtral-8x7b-Instruct model, we ran a very basic inferance pipeline this

model as well. The scope was only on the temperature and few shot prompting technique.

5.1.7.1 Prompt engineering

Similar to our older technique, we tried multiple prompts styles using Cookies ad tracking
elements as the base. And then we decided which prompt gave the best results. Then we
picked that prompt for the rest of out experimentation.

The prompt that we used for Mixtral-instruct is mention in the figure

Privacy Policy Cookie Analysis Prompt

System Instruction: You are a helpful assistant, expert in

analyzing this privacy policy for third-party cookies and

tracking elements disclosures. Respond ONLY with ’YES’ or
INOI . n

Instructions:

1. "Cookies and tracking elements are defined as ’Cookies,

web beacons, pixel tags, or similar tracking technologies
used to collect information about your activity."

2. "Only mark as YES if the policy clearly states that
cookies or tracking elements are shared with third parties"
3. "If the policy is unclear or doesn’t explicitly mention

sharing, mark as NO."

4. "Be very strict in your analysis - require clear
evidence"
5. "If the policy says ’"May be’, treat it as YES"

User Input:

"Read the privacy policy and answer ONLY "YES" or "NO"."
"Does the following policy mentions that it shares Cookies
and tracking information with third parties?"

Policy: [text]

5.1.7.2 Effect of Temperature

We evaluate Mixtral-instruct’s performance under temperature setting 0.0. Table 5.16 shows
the F1 scores across 13 attributes. The model demonstrates varying performance across
different categories, with Cookies and Tracking Elements showing the highest F1 score of
0.5283, while Health Information Classification shows the lowest performance with an F1
score of 0.0000.
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Table 5.16: Mixtral-instruct F1 Scores at Temperature 0.0

Attribute Temp 0.0
Financial 0.4167
Computer Information 0.3333
Contact 0.1569
Cookies and Tracking 0.5283
Demographic 0.2353
Generic Personal Info 0.3537
Health 0.0000
IP Address and Device IDs 0.1765
Location 0.1333
Personal Identifier 0.0235
Survey Data 0.1818
User Profile 0.0795
User Online Activities 0.4082

5.1.7.3 Effect of Few-Shot Prompting

To assess the value of in-context examples, we prompt the Mixtral model with 0-shot, 1-

shot, and 2-shot examples. Results in Table 5.17 show that few-shot prompting generally

improves F1 scores across most categories. The 1-shot setting leads to improvements in
several categories such as financial (0.4167 to 0.4444), Contact (0.1569 to 0.2712), and Health

(0.0000 to 0.3704). However, some categories show performance degradation, indicating the

sensitivity of the model to prompt design.

Table 5.17: Mixtral F1 Scores With Few-Shot Prompting

Attribute 0-Shot  1-Shot
Financial 0.4167 0.4444
Computer Information 0.3333  0.2500
Contact 0.1569 0.2712
Cookies and Tracking 0.5283 0.5185
Demographic 0.2353  0.3750
Generic Personal Info - 0.1667
Health 0.0000 0.3704
IP Address and Device IDs 0.1765  0.1290
Location 0.5000 0.1739
Personal Identifier 0.0000 -

Survey Data 0.2222  0.0000
User Profile 0.0795 0.1250
User Online Activities 0.4082 0.3279
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5.2 Model Performance Comparison
This section presents a comprehensive comparison of all models evaluated in the OPP_115

experimentation, focusing on overall performance patterns and computational efficiency.

5.2.1 Overall Performance Heatmap

The heatmap in Figure 5.1 shows the performance of all models across different personal
information types. We used the best F1 score values for all information types from all
ablation studies. This heatmap demonstrates the capacity of each model in predicting the

correct values for all personal information types.
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Figure 5.1: Heatmap of best F1 scores across all models and attributes.

Based on the heatmap, the best results are achieved by Gemini and Grok with 0.90 and 0.89
F1 scores, respectively, for health information classification. The worst performance was by
LLaMA and Mixtral for survey data, with 0.04 and 0.02 F1 scores, respectively. It’s worth
noting that Gemini and Grok had limited ablation studies due to limited budget constraints,

but they outperform even with the limited ablation studies.

5.2.2 Computational Performance Analysis

Figure 5.2 shows the average inference time per prompt for each model across 20 prompts.
This analysis provides insights into the computational efficiency of different models when
processing privacy policy classification tasks.

Gemini token length is exceptionally high as compared to others, as it also take into account
thoughtsTokenCount along with the promptTokenCount. For Grok, as it is not open source,

we calculated the token count from Grok APT’s.
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Grok and Gemini have stable inference times. However, Mixtral has the most outliers, with
the average of 4 seconds per prompt for the 20-prompt study for inference time vs. token

length analysis.
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Figure 5.2: Average inference time per prompt for each model (20 prompts total)

The inference time analysis reveals significant variations in computational efficiency across
models. For detailed ablation study results including temperature effects, few-shot prompt-

ing analysis, and cross-model comparisons, see Appendix B.

5.2.3 Temperature Effect Across Models
Figure 5.3 shows the results achieved by taking the average over all information types for the
relevant temperature settings. Gemini shows the best performance over all temperatures. In

general, almost all models perform better when temperature is 0 except for Gemini (which
is better at 0.1 or 0.2).

5.2.4 Few-Shot Effect Across Models
Based on the results in Figure 5.4, Gemini performs best for all few-shot configurations, and
the maximum average is achieved when 0-shot has been used. Then Grok is the winner with

1 shot. The worst performer is Mixtral at two shots, and overall, Mixtral is the worst.
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Fine-tuning Large Language Models for Privacy
Policy Classification

Fine-tuning LLMs enables adaptation to specialized tasks, such as privacy policy classifica-
tion, by leveraging domain-specific data. In this chapter, we systematically fine-tune and
evaluate three LLMs using OPP_115 [12] dataset. The models included in our fine tun-
ing study are Mixtral 8x7B, Llama 3.1-8B, and DeepSeek-R1-Distill-Qwen-32B. We used
parameter-efficient techniques and prompt engineering to fine tune our models. We com-
pared the performance of base (non-fine-tuned) and fine-tuned models and analyzed the
impact of different fine-tuning strategies, such as fine-tuning using causal language model-

ing [70] and fine-tuning using sequence classification [71].

6.1 Fine-tuning Approaches

To evaluate different learning paradigms for privacy policy analysis, we explored two model-
ing approaches. The first approach was fine tuning for sequence classification, and the other
appraoch was fine tuning for causal language modeling. For both of these approached we
used the Hugging Face Transformers library: AutoModelForSequenceClassification for dis-
criminative classification tasks, and AutoModelForCausalLM for generative language mod-
eling tasks.

Each of these model classes wraps a pretrained transformer backbone and appends task-
specific heads to adapt the model for the target task: Following is the explanation of the

hugging face classes that we used for the fine tuning.

e AutoModelForSequenceClassification: We used this class for fine tuning our
model for sequence classification tasks. This class adds a classification head usually
a simple linear layer on top of the final hidden state of the model. It focuses on the
output from a special token (like <s> or [CLS]) and learns to predict one or more
labels from it [72]. When we use this with a model like Mixtral, it keeps the original

transformer structure but adds this extra classification layer on top.

Mixtral is based on a special architecture called a mizture-of-experts (MoE) trans-
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former. Unlike regular transformers that activate all parts of the model for every
input, Mixtral uses only a few selected ”experts” (small subnetworks) for each token.
Think of it like a team of specialists where, for each input, only 2 out of 8 experts are
chosen to work—this makes the model faster and more efficient while still performing
well [73].

e AutoModelForCausalLM: We used this class for fine tuning our model for causal
modeling for language modeling tasks. This class configures the model for autoregres-
sive generation by adding a language modeling head (usually a linear layer tied to the
embedding layer) that outputs token probabilities at each time step. It enables the

model to generate text one token at a time, conditioned on previous tokens [72].

6.1.1  Comparison of Fine-Tuning Strategies: Sequence Classification vs. Instruction-

Based Causal Language Modeling

Table 6.1 presents a comparison between two widely used strategies for fine-tuning large
language models: (1) sequence classification [74, 75] and (2) instruction-based causal lan-
guage modeling (CLM)[76]. These approaches differ significantly in how inputs and outputs
are structured, how they scale to lengthy or complex inputs, and what kind of downstream
processing they require.

Sequence classification trains a model to assign discrete class labels (e.g., YES/NO) to
a given input, making it straightforward and efficient for tasks like binary prediction or
multi-label tagging. In contrast, instruction-based CLM involves prompting a model with
task-specific instructions and allowing it to generate free-form text outputs. This method
is more flexible and better suited to handling lengthy documents, though it often requires

additional parsing or normalization of the generated outputs.

Table 6.1: Comparison of Fine-Tuning Strategies: Sequence Classification vs.
Instruction-Based Causal Language Modeling

Aspect Sequence Classification Causal LM (Instruction-
based)
Context Window Depends on base model (e.g., 512 | Typically 600-2048+ tokens
to 32k tokens)
Output Format Class label Generative
Long Document Handling | Limited by base model’s context | Excellent
length
Post-processing Required | YES (raw logits) No (plain text)

The terms used in the above table are explained as follows

Context Window In the Table 6.1, context windows refer to the maximum number of
tokens a model can process in a single forward pass. For example, BERT has a context
window of 512 tokens [71], while newer models like Mixtral support windows from 2k up to
32k tokens [77, 78]. A larger context window allows the model to handle longer documents

without truncation.
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Output Format Sequence classification models return outputs such as logits numerical
scores corresponding to class labels, rather than explicit answers like ”YES” or "NO”. These
logits are post-processed (e.g., via softmax and argmax) to determine the predicted class. In
contrast, causal language models generate open-ended token sequences, producing responses

as natural language text based on the prompt [72].

6.2 Technical Details

This section outlines the key technical components of our approach to fine-tuning large-
language models. We have mentioned the details of the preprocessing pipeline, addressed
various challenges related to class imbalance, and explained how we applied parameter-

efficient fine-tuning using QLoRA.

6.2.1 Preprocessing and Handling Class Imbalance
Before fine-tuning, we performed several preprocessing steps to improve data quality and

address class imbalance:
e Cleaning: Removed special characters such as escaped quotes (e.g., \").

e Class Imbalance: As noted in Section 3.2.2.1, our dataset is highly imbalanced. The
number of ”"NO” samples significantly outweighs " YES” samples across all information
types. In order to divide our data into train, validation, and test splits, we employed
stratified splitting [6] to ensure a proportional distribution of both classes across the

training, validation, and test sets. The split distribution can be seen in the table. 3.6

Stratification is essential in unbalanced classification tasks to avoid scenarios where
a split may contain mainly one class, which would mislead model training or evalua-
tion. By maintaining consistent class ratios in each split, the model is exposed to a

representative distribution of the problem during training and validation.

During fine-tuning, balanced class distributions often lead to more stable gradient
updates and reduce bias toward the majority class, especially in binary tasks with

severe skew.

e Downsampling majority class: For our experiments in this thesis, we opted for
fine-tuning using the downsampled majority class. We kept all the positive samples,
as they are already in the minority. We downsampled the majority class (NO label)
and picked 30 percent of this class’s samples in our experiments. [79]. We choose
this value after testing the fine-tuning process with 25 percent, 30 percent, and 35
percent of "NO” samples. We used resample from the sklearn library to achieve this

downsampling. The best results are obtained with 30 percent

e Weighted sampling: Even after downsampling the majority class, it was still 4 or 5
times more in number as compared to the minority class. For this reason, we applied a
sampling strategy that gives more weight to underrepresented classes. We first calcu-

lated how frequently each class appeared in the training set and then derived weights
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inversely proportional to those frequencies. This means classes with fewer examples
received higher weights. These weights were then used to assign a sampling probabil-
ity to each instance in the training set. During training, we used a sampling method
that draws examples based on these probabilities, with replacement. This approach
ensured that each mini-batch contained a more balanced representation of classes,
helping the model learn more effectively from all categories rather than overfitting to

the dominant class.

6.2.2 Parameter-Efficient Fine-Tuning with Instruction-Based Modeling
To enable efficient adaptation of large-scale language models on limited hardware, we em-

ployed parameter-efficient fine-tuning techniques combined with instruction-based training.

¢ Low-Rank Adaptation (LoRA) [80] is a technique that inserts small, trainable low-
rank matrices (adapters) into transformer layers while freezing the original weights.
This drastically reduces the number of trainable parameters and memory consumption,
making it feasible to fine-tune models like Mixtral and Llama 2 on commodity hardware

without significant loss in performance.

e Quantized Low-Rank Adaptation (QLoRA) [81] builds on LoRA by applying 4-
bit quantization to the base model during training. This reduces GPU memory usage
further while maintaining task performance, allowing fine-tuning of models with tens
of billions of parameters on a pair of A100-80GB GPUs.

e Adapter Saving and Merging: During training, only the adapter weights were
saved, and they were merged into the base model at inference time using PEFT’s
merge_and-unload function [82, 83]. Initially, we attempted to merge the adapters
while the model was loaded in quantized precision (e.g., 8-bit), but observed no per-
formance gains. Upon further investigation and reference to community discussions,
we found that the LoRA merging process requires the base model to be in full (FP32)
precision. Merging in quantized mode can lead to loss of adapter contributions due to
rounding or clipping errors in low-bit representations, thus degrading the accuracy of
the final model. When we merged the Lora adapters, we found overall improvements

in our results.

To guide this fine-tuning process, we used the Supervised Fine-Tuning (SFT) Trainer with
instruction-based data. The specific format of the data vary with the model we are fine-
tuning. In our scenario, the best results were obtained when we used the chat template
that is a part of model’s tokenizer class. This means each example was presented as a
natural-language chat format (e.g., "Does this privacy policy segment mention financial
data being shared?”) followed by the model’s response ("YES” or ”NO”). Instruction-
based formatting aligns well with causal language models (CLMs), which are trained to
autoregressively generate tokens given a prompt. The following pseudocode represents how
we formated our instruction-based data for training the model. We first converted the

prompts in the chat format in this pseudocode: 1. All of these chat templates are then
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passed to the tokenizer’s apply chat template function, which converts the chat into tokens
that the model can understand. Each model has their own tokenizer and their own chat
template. For example, for Mixtral, once we apply the chat template, we get the following

string mentioned in this figure 6.1

Algorithm 1 Build Generic Chat Structure

1: function TO_CHAT_TEMPLATE(example)
2 value < UPPERCASE(TRIM (example.output))
3 text + CLEAN_WHITESPACE(exzample.prompt)
4:
5: chat < |
6 {“role”: “system”, “content”: “You are a helpful assistant.” },
7 {“role”: “user”, “content”: INSTRUCTION + text},
8 {“role”: “assistant”, “content”: value}
9: ]
10:

{1 if “YES” € value
11: label + .

0 otherwise

12:

13: return {text: chat, label: label}
14: end function

Algorithm 2 Apply Model-Specific Formatting
1: function APPLY_CHAT_TEMP(ezample)
2: rendered + tokenizer.apply_chat_template(ezample.text, tokenize = FALSE)
3: return {text: rendered}
4: end function

Algorithm 3 Dataset Preprocessing Pipeline

1: Step 1: Convert to generic chat format
2: dataset < dataset.map(to_chat_template)
3

4: Step 2: Apply tokenizer-specific formatting
5: dataset < dataset.map(apply_chat_temp)

Data Collation and Loss Focus We used Hugging Face’s Data Collator for completion
language modeling during training to compute the loss only over the target response tokens
(i.e., 7YES” /”NO”), excluding the prompt from loss calculation. This ensures the model
learns to generate accurate labels while ignoring the prompt itself for prediction. In our
case, this collation strategy improved the model’s ability to follow instructions and mitigated
overfitting on the input format. Before using this strategy, the results were not satisfactory,

but after we opted for data collation, our predictions got better.
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<s> [INST] You are a legal expert specializing in privacy
policies. Your task is to determine if a policy states that
cookies or tracking data are shared with third parties for
purposes like advertising or analytics. Analyze the text
carefully and provide a definitive ’YES’ or ’'NO’ answer.

Read the privacy policy and answer ONLY ’YES’ or ’'NO’.

Does the following policy mentions that it shares cookies
and tracking elements with third parties?

Data Retention Upon your request, we will remove your
personal information from the website but we will retain and
use your information as necessary to comply with our legal
obligations, resolve disputes, and enforce our Fool Rules
and take other actions otherwise permitted by law. [/INST]
NO</s>

Figure 6.1: Example of formatted chat template for privacy policy analysis task

6.2.3 From Sequence Classification to Language Modeling: Rationale and Re-
sults

At the beginning of this research, we approached the privacy policy classification task as
a standard binary classification problem. For testing purposes, we picked an example of
cookies_and_tracking_elements to test the binary classification fine tuning strategy. The
goal of this test experiment using cookies and tracking elements was to determine, for each
policy, whether it mentions that the cookies’ data is shared with third parties.

To test the classification feature of transformers, we fine-tuned the Mixtral 8x7B model using
a sequence classification head, treating the task as a straightforward supervised classification

problem. We assigned the labels as 0 and 1 for both binary classes.

Initial Results with Sequence Classification As mentioned above, we conducted a
sample experiment using the “Cookies_and_tracking_elements” label to test the viability of
sequence classification. After we fine-tuned the model using our training data, we observed
an increase in F1 score. The Table 6.2 shows the results we achieved after fine-tuning with

the training data.

Table 6.2: Sequence Classification Results for Cookies_and_tracking_elements

Model TP | FP | FN | TN | Accuracy | Precision | Recall F1

Fine-tuned Mixtral8X7B | 26 | 14 7 | 712 0.9723 0.6500 0.7879 | 0.7123

Mixtral8x7B 26 | 19 7 | 707 0.9657 0.5778 0.7879 | 0.6667

Re-evaluating the Research Objective While these results were promising, we realized
that this approach did not fully align with the core objective of our research. The primary
aim was not just to classify texts, but to evaluate the capability of large language models
(LLMSs) to analyze privacy policy text and generate responses using their own language
modeling abilities. In other words, the focus was on assessing the model’s instruction-

following and generative skills, rather than its performance as a classifier.
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Transition to Language Modeling Based on this insight, we shifted our methodology
to leverage the AutoModelForCausallLM architecture. This allowed the model to process
instruction-based prompts and generate free-form answers, more closely simulating real-
world applications where LLMs are expected to interpret and respond to complex queries in
natural language. This approach also enabled the use of prompt engineering and instruction

tuning, which are central to modern LLM applications.

6.3 Experiments and Results

We conducted fine-tuning experiments on three different language models: DeepSeek-R1,
Mixtral, and LLaMA. We started with DeepSeek-R1 to learn the fine-tuning process and
optimize hyperparameters, achieving a 6% improvement in F1 score. Each model helped
us improve our fine-tuning techniques, with the experience from earlier models making the
later experiments more effective. The following sections present the detailed results and

analysis for each model.

6.3.1 DeepSeek-R1-Distill-Qwen-32B: Foundation Building and Systematic Opti-
mization

In this section, we have mentioned the details of our foundational experiments with DeepSeek-

R1-Distill-Qwen-32B, where we established our core fine-tuning methodology through sys-

tematic hyperparameter exploration.

Configuration and Methodology Development We started our fine-tuning with DeepSeek-
R1-Distill-Qwen-32B, a 32B parameter model. We ran systematic experiments by testing
different hyperparameters to check at which configuration we get the best performance of

the model.

Initial Setup:

e Started with standard fine-tuning configurations
e Used QLoRA (Low-Rank Adaptation) for parameter efficiency

e Focused on the Cookies_and tracking_elements analysis task as our primary

benchmark

Progressive Hyperparameter Optimization Our optimization journey followed a sys-

tematic progression, with each experiment building upon insights from the previous one.

6.3.1.1 Learning Rate Exploration

We began by exploring different learning rates, as this is often the most critical hyperparam-
eter for fine-tuning success. As shown in Table 6.3, by changing different learning rates, we
saw changes in F1 score. The base DeepSeek-R1-Distill-Qwen-32B has an F1 of 61 percent

for cookies and tracking elements, and we saw a 6 percent increase. In general, the Learning
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rate 2 x 1072 achieved the best F1 score, providing an optimal balance between the speed

of convergence and the stability of the model.

Table 6.3: Learning Rate Impact on DeepSeek Performance

Learning Rate | F1 Score | Key Observation
1x107° 0.6462 Conservative, good precision
2 x 1075 0.6667 | Optimal balance
5x 1075 0.6118 Too aggressive, precision drops

6.3.1.2 Epoch Progression Analysis

After settling on an appropriate learning rate, we explored how training duration affects
performance by testing different numbers of epochs, specifically 1, 2, and 3. Surprisingly,
the best results came after just 1 epoch of fine-tuning.

In our experiment (Table 6.4), our data set was relatively small, only around 700 examples,
and we were not training from scratch. We were fine-tuning DeepSeek, which was already
pre-trained.

This suggests that for DeepSeek and small datasets, the low number of epochs performs
better.

Table 6.4: Epoch Progression Analysis for DeepSeek

Epochs | F1 Score | Precision | Recall | Key Insight
1 0.6750 0.5745 0.8182 | Peak performance
2 0.6562 0.6774 0.6364 | Slight decline
3 0.5957 0.4590 0.8485 | Clear overfitting

Critical Discovery: Performance peaked at just 1 epoch, with additional fine-tuning lead-

ing to overfitting.

6.3.1.3 Gradient Clipping Optimization

After tuning the learning rate and number of epochs, we focused on stabilizing training
dynamics by adjusting the gradient clipping threshold. Gradient clipping is a technique
used to prevent exploding gradients during backpropagation, particularly important when
fine-tuning large models. It works by capping the maximum norm of the gradients, which
helps ensure smoother and more stable updates.

We experimented with several values for the max_grad_norm parameter and observed their

effect on model performance. The results are summarized in Table 6.5.

Table 6.5: Gradient Clipping Impact on Training Stability

Max Grad Norm | F1 Score | Impact
0.3 0.6667 Optimal stability
1.0 0.6667 Same performance
2.0 0.6329 Slight degradation

A value of 0.3 gave us the most consistent training behavior and highest F1 score. Increasing
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the threshold to 1.0 did not hurt performance but also didn’t yield further improvement.
However, at 2.0, we observed a slight degradation in F1 score, suggesting that larger gradi-

ents may have introduced instability or overfitting.

6.3.1.4 Memory Management Strategy
Due to the limited GPU memory available during training, we had to carefully manage
our batch size and gradient accumulation settings. Larger batch sizes improve training
stability and convergence but require significantly more memory. To work around this, we
used gradient accumulation, which simulates larger effective batch sizes without actually
increasing the per-step memory footprint.

Table 6.6 shows the different configurations we tested.

Table 6.6: Memory Management Strategy for DeepSeek

Batch Size | Gradient Accumulation | Effective Batch Size | Memory Usage
16 8 128 CUDA Out of Memory
8 8 64 Manageable
4 8 32 Optimal
2 2 4 Conservative

We found that setting the batch size to 4 and the gradient accumulation steps to 8 gave
us an effective batch size of 32. This configuration stayed within our memory limits and
also maintained stable training performance. Larger batch sizes (like 128) consistently led
to out-of-memory errors, while very small setups (like batch size 2) were too conservative
and inefficient for fine-tuning. This trial-and-error tuning helped us strike a good balance

between performance and hardware constraints.

6.3.1.5 Final Optimized Configuration

Through systematic experimentation, we established our optimal DeepSeek configuration as
shown in Table 6.7:

Table 6.8 summarizes the performance improvements achieved through systematic optimiza-
tion for the Cookies_and_tracking_elements classification task:

While DeepSeek provided excellent learning opportunities and solid performance gains, the
computational intensity became a significant bottleneck. Each experiment required several
hours of GPU time and made our exploration difficult. Because of this, we decided to switch
to Mixtral for the remaining experiments. The key motivation was its faster turnaround
time, which allowed us to run more experiments, iterate quickly, and fine-tune hyperparam-
eters more efficiently. Faster feedback from the training loop made it easier to explore and

optimize the model.
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Table 6.7: Final Optimized Configuration for DeepSeek-R1

Parameter \ Value

QLoRA Configuration
quantization 4-bit
r 4
lora_alpha 16
target_modules [’q_proj”, "v_proj”]
lora_dropout 0.1
bias none
task_type CAUSAL_LM

Training Arguments

learning_rate 2x107°
num_train_epochs 1
per_device_train_batch_size 4
gradient_accumulation_steps | 8
max_grad_norm 0.3
warmup_ratio 0.03
Ir_scheduler_type cosine

Table 6.8: DeepSeek Performance Achievement for Cookies_and_tracking_elements

Metric Value
Baseline F'1 Score 0.6176
Optimized F1 Score 0.6750
Absolute Improvement 6%

Relative Improvement 9.3%

6.3.2 Mixtral 8x7B

This section reports our fine-tuning experiments with the Mixtral 8x7B model. We started
from the same parameters that we used for DeepSeek. But since the model took fewer hours
as compared to deepseek, we tried multiple scenarios while fine-tuning Mixtral. Throughout
the experiments, Our focus was instruction following and the learning rate tuning while
keeping all other hyperparameters constant (finalized during DeepSeek fine-tuning) during

the fine-tuning process.

6.3.2.1 Learning Rate Exploration

We began with a baseline experiment using the base Mixtral 8x7B model.

During our experiments, to improve performance, we conducted a series of controlled abla-
tion studies targeting the Cookies_and_tracking.elements label. The learning rates
explored in these experiments ranged from 1x107° to 1x 1074, specifically: 1x107°, 2x107?,
5 x 107°, and 1 x 10~%. This sweep was designed to evaluate how both conservative and
aggressive learning rates influence model performance when fine-tuning on a binary classifi-
cation task. However, across these configurations, we observed only marginal differences in
F1 scores, and none of them surpassed the performance achieved by the instruction-tuned

version of the Mixtral model.
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Table 6.9: F1 scores for different learning rates on Cookies_and_tracking_elements
(Mixtral 8x7B)

Learning Rate (LR) | F1 Score
2x107° 0.1818
1x1074 0.5091
5x107° 0.5634
2x107° 0.5538
1x1075° 0.4706
5x107° 0.6154
5x 107° 0.5974
5x107° 0.5435

6.3.2.2 Limitations of Mixtral 8x7B

All results in this section are based solely on experiments conducted with Mixtral 8x7B.
The base Mixtral 8x7B has F1 score of 66%. However, even though they perform none of
the fine-tuned model results exceed the Mixtral 8 x 7B base model’s F1 score for cookies
and tracking elements. This made us think about reevaluating the steps that we are doing.
Through further investigation, we found consistent evidence both in published research
and community practice that starting from a base (non-instruction-tuned) model is often
less effective for instruction-style tasks. The QLoRA study shows that instruction-aligned
models, when further fine-tuned, achieve near-state-of-the-art results using less compute
and time [81]. Similarly, the developer community also reported that “base models suck
at properly answering human instructions” and recommended beginning with instruction-
tuned variants. Based on these results (summarized in Table 6.9), we shifted our strategy.
Instead of continuing to fine-tune the base model from scratch, we opted to fine-tune an
instruction-aligned Mixtral checkpoint using QLoRA and structured, chat-style prompts.
This change led to a noticeable improvement in performance, suggesting that starting from
a model already aligned for instruction-following tasks is more effective than training from

a raw foundation model.

6.3.3 Mixtral 8x7B-Instruct
From the above results, we switched to the Instruct-tuned Mixtral 8x7B model to verify the
claims explained in Section 6.3.2.2. We tried a few learning rates and observed differences

in the fine-tuned model results.

6.3.3.1 Learning rate Exploration

We tried multiple learning rates with Mixtral 8x7B-instruct model. We acheived good results
with out third learning rate which is 8e-6. The following table 6.10 shows the learning rates
we tried and their respective F1 score for cookies and tracking elements. The complete

experiments for mixtral are mentioned in the table below 6.12
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Table 6.10: Learning Rate Impact on F1 Score for Cookies and Tracking Elements

Detection

Learning Rate | F1 Score
2x 1070 0.4490
2x107° 0.5376
8 x 107 F 0.7013

6.3.3.2 Epoch Progression Analysis

While fine-tuning the Mixtral-8x7B-instruct model, we tested multiple learning rates. These

learning rates range from 6, 8, 12, and 20. We observed when the epoch was set at 12, we

got the best results. The results are for F1 score for all the epochs accidentally got deleted.

The best score that we got was mentioned in the table. 6.10

6.3.3.3 Final Optimized Configuration

The full hyperparameter configuration used for the final Mixtral 8x7B -instruct fine-tuning

experiment is detailed in Table 6.11.

Table 6.11: QLoRA (4-bit) Fine-Tuning Hyperparameters for Mixtral 8x7B

target_modules
lora_dropout

Parameter Category Parameter Value

QLoRA (4-bit Quantization) | quantization 4-bit
r 4
lora_alpha 8

[q-proj, k_proj, v_proj, o_proj]
0.1

bias none
task_type CAUSAL_LM
Training Arguments learning_rate 8x107°
num_train_epochs 12
per_device_train_batch_size | 2
max_grad_norm 0.3
warmup-ratio 0.03

Table reftab:fl1-comparison shows the results that we achieved using Mixtral8x7B-instruct

8e-6, and also its comparison with the base model.

Table 6.12: F1 Score Comparison Before and After Fine-Tuning

Label

Base Model (F1 Score)

Cookies and Tracking Elements
Generic Personal Information
IP Address and Device IDs
Financial

Computer Information

User Online Activities

User Profile

0.5283
0.3537
0.1765
0.2963
0.3333
0.3958
0.1250

0.7013
0.4066
0.3256
0.5556
0.3226
0.3529
0.0000

Based on the results in the Table 6.12, it is evident that instruction-tuned models are

better for instruction-based fine-tuning. However, during our experimentation, fine-tuning

these led to mixed results as well. Attributes such as cookies and tracking elements and

Fine-tuned Model (F1 Score)
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financial showed clear gains, whereas others like user profile and user online activities saw
little to no improvement. This discrepancy likely arises from label distribution imbalance,
low prevalence of positive examples, or inherent ambiguity in some categories. For example,
attributes like User Profile or Computer Information may be more context-dependent and
harder to detect from short policy segments, making them challenging to learn from limited
examples,even when fine-tuning. In contrast, more explicitly stated practices like cookies

and tracking elements are easier for the model to capture and generalize.

6.3.4 Llama 3.1-8B
This section outlines the fine-tuning configuration and experimentation process used with
the Llama 3.1-8B Instruct model. We did not test with Llama 3.1-8B. We directly started

our experimentation with the instruction-tuned version of this model.

6.3.4.1 Learning rate exploration

We started testing llama with the same learning rate as mixtral, but we didnt see any
improvements in Llama. So, we did an exploration study for llama as well. In the following
table 6.13, we have mentioned the results we got when we tried Llama with multiple learning

rates.

Table 6.13: LLaMA 3.1-8B Instruct Results with QLoRA and Prompt Variations

LR \ Epochs \ Prompt Acc. | Prec. | Recall F1 FP | QLoRA
Base Model (No Fine-tuning) 0.9552 | 0.4889 | 0.6667 | 0.5641 | 23 False
8x 107° 2 No few-shot | 0.8524 | 0.2199 | 0.9394 | 0.3563 | 110 True
2x 1076 2 2 NO, 1 YES | 0.9592 | 0.5263 | 0.6061 | 0.5634 | 18 True
2x 1076 2 2 NO, 2 YES | 0.9196 | 0.3158 | 0.7273 | 0.4404 | 52 True
2x107° 2 No emphasis | 0.8011 | 0.1793 | 1.0000 | 0.3041 | 151 True
2x107° 2 NO-emph. 0.9420 | 0.4225 | 0.9091 | 0.5769 | 41 False

The LLaMA 3.1-8B-instruct results show that there is a critical learning rate sensitivity issue
when fine-tuning for this classification jobs. When the learning rates were higher (2 x 1075
and 8 x 107°), the model became too aggressive in predicting positive instances. The recall
improved to a high extent (0.9394-1.0000) but low precision (0.1793-0.2199), and it made
too many false positives (110-151). The best setup employed a lower learning rate (21079)
and "2 NO, 1 YES” few-shot prompting. It had the best results with an F1 score of 0.5634,

a precision of 0.5263, and just 18 false positives.

6.3.4.2 Epoch Progression Analysis

For our experiments, we only tried 2 learning rate which were 2 and 3. Although because of
the time and GPU constraints, we couldn’t run multiple experiments to reach a better F1
score. But with our limited research, Epoch 2 resulted in a better F1 score as shown in the

table 6.14. So, we used this for the rest of our experiments.
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Table 6.14: Impact of Training Epochs on F1 Score (Learning Rate: 2 x 1076, No
Few-shot)

Epochs | F1 Score
2 0.5385
3 0.5283

Llama 3.1 Limitation: For Llama 3.1-8B Instruct, we adopted a similar approach as
we did with mixtral 8x7B instruct model. We started fine tuning the model using QLoRA,
which loads the model in 4 bit quantization. But even after trying multiple learning rates,
the performance of the model wasn’t surpassing the F1 score that of llama 3.1-8B Instruct,
even though we tried multiple learning rates.

We tried to use the prompt engineering strategy and few-shot learning technique while fine-
tuning. All of these techniques had an intense effect on false positives. After running multipe
experiments, we came accross an article [84], in which they tested out the performance of
QLora on Llama3. Their studies showed that the performance of Llama, when fine-tuned
in a quantized format, degrades the overall performance. So, with that, we removed the
QLoRA configuration and fine-tuned the model in 16-bit quantization.

The results for all the experiments are as follow in 6.13

This section reports fine-tuning results of the LLaMA 3.1-8B Instruct model using QLoRA
under different prompt and learning rate configurations, highlighting the impact of prompt

engineering versus hyperparameter tuning.

Key Results

achieved through hyperparameter tuning alone, but through careful prompt engineering—particularly

As shown in Table 6.13, the most substantial gains in F1 score were not

those that emphasized the NO class and included hard negatives. For instance, the highest
F1 score of 0.5769 was achieved with a prompt that explicitly emphasized conservative NO
responses at a learning rate of 2 x 107°.

In contrast, the same learning rate with no prompt emphasis yielded a much lower F'1 score
(0.3041) and a significantly higher false positive count. This suggests that the framing and
balance of examples in the prompt can affect the model’s precision-recall tradeoff, often
more than adjusting learning rates or batch sizes.

The final configuration we came up with is mentioned in the table. 6.15

Table 6.15: Hyperparameters used for LoRA fine-tuning of LLaMA 3.1-8B

Parameter Category | Parameter Value

LoRA Config T 4
lora_alpha 8
target_modules [q-proj, k_proj, v_proj, o_proj]
lora_dropout 0.1
bias none
task_type CAUSAL_LM

Training Arguments learning_rate 2 x 1076
num_train_epochs 2
per_device_train_batch_size | 2
max_grad_norm 0.3
warmup-ratio 0.03
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Limitations of QLoRA Fine-Tuning Although QLoRA makes fine-tuning large models
feasible on limited hardware by compressing weights to 4-bit, this aggressive quantization
introduces trade-offs. Huang et al. [85] found that ultra-low bit precision can degrade per-
formance in tasks requiring subtle semantic distinctions or precise reasoning—both critical
in privacy policy classification. These limitations are consistent with our findings: de-
spite aggressive prompt optimization, fine-tuned models did not outperform the base model
significantly for certain information types, likely due to quantization-induced loss of expres-
siveness.

The fact that the base model (non-QLoRA, full precision) achieved a comparable F1 score
of 0.5641 without fine-tuning suggests that QLoRA’s efficiency comes at a cost, especially

in domains requiring nuanced understanding.

6.4 Key Insights

Through our systematic experimentation across three distinct LLM architectures (DeepSeek-
R1, Mixtral, and LLaMA), we derived several critical insights that inform best practices for
fine-tuning large language models on privacy policy classification tasks. These findings
emerged from our progressive methodology development and comparative analysis of differ-

ent fine-tuning strategies.

e Foundation Model Selection is Critical: Instruction-tuned models consistently
outperformed their base counterparts across all architectures. For instance, Mixtral-
Instruct achieved an F1 score of 0.7013 compared to the base Mixtral’s best perfor-
mance of 0.6154, representing a 32% improvement. This validates the importance
of starting with models already aligned for instruction-following tasks rather than

attempting to train base models from scratch.

e Prompt Engineering vs. Fine-tuning Trade-offs: For LLaMA 3.1-8B, careful
prompt engineering achieved comparable or superior results to hyperparameter tuning.
The highest F1 score (0.5769) was obtained through prompt optimization during fine-
tuning rather than learning rate adjustments, suggesting that well-designed prompts

can also be more practical than extensive fine-tuning for certain applications.

e Few-shot Learning and Class Balance: Incorporating balanced few-shot examples

can be beneficial in case when model is over predicting one class.

e QLoRA Efficiency Trade-offs: While QLoRA enables efficient fine-tuning on con-
sumer hardware, our results with LLaMA 3.1-8B suggest that 4-bit quantization may
limit performance in tasks requiring nuanced semantic understanding. The base model
(full precision) achieved comparable performance (F1=0.5641) to the best fine-tuned
QLoRA variant (F1=0.5769), indicating potential expressiveness loss due to aggressive

quantization.

e Architecture-Specific Optimization: Each model architecture required tailored

approaches. DeepSeek benefited from systematic hyperparameter optimization, Mix-
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tral from instruction-tuning alignment, and LLaMA from prompt engineering, high-

lighting the importance of architecture-aware fine-tuning strategies.

6.5 Fine-tunning Efficiency Analysis

Figure 6.2 shows the average time taken per epoch for fine-tuning three different instruction-
tuned models: Mixtral-8x7B-Instruct, DeepSeek-R1-Distill-Qwen-32B, and Llama-3.1-8B-
Instruct. Among them, DeepSeek was the slowest, taking around 23 minutes per epoch,

while Llama 8B, because of fewer parameters, was the fastest at just 9 minutes.
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Figure 6.2: Average training time per epoch for Mixtral, DeepSeek-R1-Distill-Qwen-32B,
and LLaMA.

The results demonstrate significant variations in computational time requirements across
architectures. DeepSeek-R1-Distill-Qwen-32B, with its 32B parameters, required longer
training times per epoch as compared to other less parameter models.

The above training time that we have reported for each epoch does not reflect the total fine
tuning time for a training run. In addition to the actual training steps, validation after each
epoch, checkpoint saving, and other system overheads (like memory syncing and logging)
contribute significantly to the total duration. As a result, even though logs showed 23

minutes per epoch, the full run with 5 epochs often took 4-6 hours.

6.6 Conclusion

Our systematic fine-tuning study across three diverse LLM architectures revealed several
important findings for privacy policy classification that extend beyond the specific domain
to inform broader LLM adaptation strategies.

Foundation Model Criticality: The choice of foundation model emerged as the most sig-
nificant factor affecting performance. Instruction-tuned variants consistently outperformed
base models, with Mixtral-Instruct achieving 32% higher F1 scores than its base counterpart.

This finding underscores the importance of model selection over extensive hyperparameter
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optimization when working with limited computational resources.

Prompt Engineering as Alternative Strategy: Perhaps most significantly, our LLaMA
experiments revealed that careful prompt engineering can match or exceed the performance
gains achieved through traditional fine-tuning. This finding suggests that for resource-
constrained applications or rapid prototyping scenarios, investing in prompt design may
yield better returns than extensive hyperparameter tuning.

Practical Implications: For practitioners working on similar text classification tasks in
specialized domains, our results suggest a tiered approach: (1) begin with instruction-
tuned models, (2) invest in prompt engineering before extensive fine-tuning, and (3) when
fine-tuning is necessary, start with conservative hyperparameters and systematic single-
parameter optimization.

These findings contribute to the broader understanding of LLM adaptation strategies and
provide concrete, evidence-based guidance for researchers and practitioners working on
domain-specific text classification tasks. The methodological framework developed through
this study offers a replicable approach for systematic LLM optimization under computational

constraints.



Conclusion and future work

7.1 Conclusion

In this thesis investigated the effectiveness of large language models (LLMs) in the identifi-
cation of third-party data sharing practices within privacy policies. We evaluated five mod-
ern LLMs DeepSeek-R1-Distill-Qwen-32B, Mixtral, LLaMA, Grok, and Gemini, across 15
distinct categories of personal information using OPP_115 and MAPP datasets. Our exper-
iments included structured prompting, ablation studies for various components of prompts,
and parameter-efficient fine-tuning (LoRA/QLoRA).

The results demonstrate that, when we use well-guided prompts, we can acheive high F1
scores. The other main point to note here is that LLM performance also varies by different
information types. On well-defined and distinctive categories such as cookies and track-
ing elements and financial information, LLMs perform better. But for vague or general
information types, the performance decreases for most of the models. Structured outputs,
low-temperature inference, and instruction phrasing were among the most influential factors
affecting performance. While some models, such as Grok nd Gemini, consistently performed
well among the other open source models

In many cases, prompt engineering outperformed full fine-tuning in terms of efficiency and
reliability. Overall, combining different prompt strategies produced measurable gains for
the information types.

For specific models and labels, fine-tuning using QLoRA techniques yielded additional im-
provements, but the marginal gains must be weighed against the required compute, data
balancing strategies, and tuning sensitivity. Our experiments confirmed that a hybrid strat-
egy, combining targeted prompt engineering with lightweight fine-tuning, is the most efficient

approach for real-world LLM-based policy analysis.

7.2 Limitations and Future Work

This study has a few limitations:

e Class Imbalance: The OPP-115 and MAPP datasets both include a lot of class

imbalance, notably in sensitive areas like Health, Survey Data etc. This makes it
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hard for LLMs to learn where the right boundaries are for qualities that aren’t very

COminoIn.

e Limited Multilingual Evaluation: MAPP works with both English and German,
but our evaluation was only about policies in English. More research is needed to find
out how well LLM works in situations when there are more languages involved in the

research.

e Dependence on Prompt Sensitivity: The results of many models varied greatly
based on how the prompt was designed. Small modifications in wording or examples
have effects on F1 scores. This suggest to invest time in engineering the best prompt

for each model separately.

e Evaluation Scope: We looked at just YES/NO analysis for the sharing of data with
Third parties for each segment and each attribute. It doesn’t currently deal with
end-to-end summarization, which could also help users in understanding the privacy

policies and making informed decisions.

e Platform Constraints: Proprietary models like Grok and Gemini had problems
since they offer paid services and couldn’t be fine-tuned. The amount of available

GPU also limited some tests for open source models.

This is the base that future work can build on in the following ways: This study has a few

problems, even though it got some good results:

1. Multilingual Expansion: Use enlarged MAPP or newly scraped corpora other than the

English language to evaluate more models for different languages.

2. Justification/Summarization capabilities: Analyse how well LLMs can give not
just YES/NO answers but also justifications or summarization for their classifications

to make them more trustworthy and useful.

3. Real-time systems: Use tailored LLMs to make browser plugins or compliance solutions

that automatically highlight third-party disclosures for end users.

4. Cross-Document Analysis: For fine-tuning, more experiments can be done with more
learning rates and variation in hyper parameters parameters to acheive a substantial

gain in F1 score.

By looking into these areas, future research can get closer to making useful tools that help
regulators, researchers, and end users find their way through the confusing world of privacy

policies.
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Appendix

This appendix documents the prompt templates used for analyzing privacy policies. Each
prompt is designed to elicit a binary answer (YES/NO) based on whether a specific category

of personal information is shared with third parties.

A.0.1 template prompts tested with MAPP

Input: You are a helpful assistant trained to analyze privacy
policies. Always respond with YES or NO as instructed. The
following content between the double quotation marks is a privacy
policy. "Affiliates Press Contact Support Terms Privacy Site
Notice"

Definition of Third-Party: For this task, "third-party" refers to
any external entity (e.g., advertisers, analytics providers,
social media platforms, or other organizations) that is not the
primary operator of the website. Third-party data collection or
sharing occurs when the privacy policy explicitly states that a
data type is collected by or shared with such external entities.
Task:

Determine whether the privacy policy explicitly affirms that any
of the following personal data types are collected by or shared
with third parties. Only return " YES" if the policy clearly
states or directly implies that the specific data type is
collected by or shared with a third-party. If the data type is
not mentioned or the policy is unclear, return " NO." Do not
assume data collection or sharing based on generic terms like
"personal information" or references to other policies (e.g., app
privacy policy).

Data Types:

"Financial": "Financial information, such as credit/debit card

data, other payment information, credit scores, etc.",
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"Health_genetic_or biometric_data": "Information about a person’s
health, genome, or biometric markers.", "Contact_information":
"Contact information, such as name, email address, phone number,
street address, etc.", "Location": "Geo—-location information
(e.g., user’s current location) regardless of granularity, i.e.,
could be exact location, ZIP code, city level.",
"Demographic_data": "Demographic information, e.g., gender,
sexual orientation, race, ethnicity, age, occupation, education,
etc.", "Personal_identifier": "Identifiers that uniquely identify
a person, e.g., SSN, ID card number, driver’s license number,
etc.", "User_online_activities": "The user’s online activities on
the firstparty websites/apps or other (thirdparty) websitesapps,
e.g., user profiles, pages visited, time spent on pages, general
user behavior online, etc.", "Social_media_data": "User profile
and data from a social media websiteapp or other third-party
service to which the user gave the First_Party access, e.g., by
connecting with Facebook, Twitter, or other services. Exchanged
data may include user profile, photos, comments, friends, etc.",
"IP_address_and_device_IDs": "Permanent (e.g., device IDs, MAC
address) or temporary (e.g., IP address) identifiers needed to
establish a connection for the current browsing session.",
"Cookies_and_tracking_elements": "Identifiers locally stored on
the user’s device by the companyorganization or third parties,
including cookies, beacons, or similar that are commonly used to
identify users uniquely but are not essential to establish a
connection with the user’s device or to provide a service.",
"Computer_information": "The type of operating system OS or web
browser that the user uses, or similar computer or device
information.", "Generic_personal_information": "No specific type
of information is mentioned, but the policy talks about personal
informationdr personally identifiable informationin general.",
"Political_religious_or_philosophicalbelief": "Any data that
describes political, religious, or philosophical beliefs of
individuals.", "Other": "A specific type of information not
covered by other values for this attribute." "Unspecified": "The
type of information is not explicitly stated or unclear (e.qg.,
refers to ’'information’ very generically).",

Output Format Instruction: Please format your answer as follows:
Data: Answer where Data is the data type above, and Answer must
be only YES or NO. Strictly follow the output format. Do not add

anything extra in the response. "
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Main Prompt

Mixtral

<s>[INST]

You are a privacy policy analysis assistant. Respond ONLY with
"YES" or "NO" to indicate whether the

privacy policy mentions third-party {Personal,Information,Type}
sharing.

Example 1:

Privacy Policy: "We may use third-party cookies to track your
behavior across websites."

Answer: {{ {Personal_Information Type}: YES }}

Example 2:

Privacy Policy: "We only use internal analytics tools."
Answer: {{ {Personal_Information.Type}: NO }}

Now analyze the following:

Privacy Policy: {text}

[/INST]

Grok

Task: You are a helpful assistant, expert in analyzing this
privacy policy for third-party

{Personal_Information_Type} disclosures. Respond ONLY with "YES"
or "NO".

Analysis criteria:

1. {Personal_ Information Type} includes cookies, web beacons,
pixel tags, etc.

2. Only mark as YES if the policy clearly states that data is
shared with third parties

3. 1If the policy is unclear or doesn’t explicitly mention
sharing, mark as NO

4. 1If the policy says "May be", treat it as YES

5. Be very strict in your analysis { require clear evidence
Example 1:

Privacy policy: "...may use technology such as cookies... when
they advertise... which may send these advertisers
information..."

Answer: {{ {Personal_Information Type}: YES }}
Example 2:
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Privacy policy: "Cookies help us make our Service and your visit
better..."
Answer: {{ {Personal_Information_Type}: ©NO }}

LLaMA

Task: You are a helpful assistant, expert in analyzing this
privacy policy for third-party

{Personal_Information_Type} disclosures. Respond ONLY with "YES"
or "NO".

Analysis criteria:

1. {Personal_.Information_Type} includes cookies, web beacons,
pixel tags, or similar technologies

2. Only mark as YES if the policy clearly states that data is
shared with third parties

3. 1If the policy is unclear or doesn’t explicitly mention
sharing, mark as NO

4., TIf the policy says "May be", treat it as YES

5. Be very strict in your analysis { require clear evidence
Now analyze the following privacy:

"{text}"

Gemini

Task: You are a helpful assistant, expert in analyzing this
privacy policy for third-party

{Personal,Information,Type} information disclosures. Respond ONLY
with "YES" or "NO".

Analysis criteria:

1. Only mark as YES if the policy clearly states that
{Personal_Information_Type} is shared with third parties

2. If the policy is unclear or doesn’t explicitly mention
sharing, mark as NO

3. Be very strict in your analysis { require clear evidence
4. TIf the policy says "May be", treat it as YES

Example 1:

Privacy policy: ..may use technology such as cookies... which
may send these advertisers information"

Answer: {{ {Personal_Information Type}: YES }}
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Example 2:
Privacy policy:

experience."

"We use cookies to improve our service

Answer: {{ {Personal_Information.Type}: NO }}



OPP_115 Experimentation - Supplementary
Figures

This appendix contains detailed ablation study figures for each model evaluated in the
OPP_115 experimentation. These figures provide comprehensive visual analysis of how dif-
ferent prompt engineering techniques affect model performance across various personal in-

formation types.

B.1 DeepSeek-R1-Distill-Qwen-32B Ablation Studies
B.1.1 Temperature Effect Analysis

The graph shows that the model performs the best at temperature 0 for most of the personal
information types. However, in some cases like Financial and others, the model performed

better at a temperature of 0.2. In these cases, model benefited from its creativity.
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Figure B.1: DeepSeek: F1 score for personal information type under different temperature
settings.

B.1.2 Few-Shot Prompting Analysis

The graph shows that DeepSeek’s performance becomes better and better as it gets more
few-shot instances for most categories of personal information. This improvement happens
because the examples show the annotation task in action, which helps the model better
comprehend the exact patterns and rules for finding different sorts of information in privacy
policy text. Few-shot prompting makes it possible to learn in context, which is especially

useful for this type of classification assignment.
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Figure B.2: DeepSeek: F1 score impact with 0-shot to 3-shot prompting.
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B.1.3 Third-Party Definition Effect

This plot explains how DeepSeek reacts when provided with the contextual information
in the prompt. In the given graph, we tried to provide the model with the third-party
definition. And in another test, we removed the third-party definition from the prompt.
The effect of removing it on F1 score is higher as compared to the effect of adding it, which
are rare cases. Adding does increase the effect, but for just 2 or 3 information types. but the
gain we got after we removed it overpowers its existence in the prompt. One explanation of
these results could be that adding more context, in our case adding third-party definitions
in the prompt, may restrict the model from using its own reasoning and might cause conflict

with its own pre training data.
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Figure B.3: DeepSeek: Effect of third-party definition on F1 score per attribute.

B.2 Mixtral 8x7B Ablation Studies
B.2.1 Temperature Effect Analysis

The graph shows that for most forms of personal information, Mixtral works best at temper-
ature 0. At temperature 0.1, the outcomes are mixed, while at temperature 0.2, the results
are frequently the worst. Temperature 0 works best for distinguishing information kinds like
contact, cookies and tracking, demographic, and financial. But for a few specific categories,
including health and user online activities, slightly higher temperature values seem to help
a little, which means that a little bit of model originality can sometimes help with some

categorization jobs.
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Figure B.4: Mixtral: F1 score across temperature settings.

B.2.2 Few-Shot Prompting Analysis

With few-shot examples, Mixtral doesn’t always act the same way. 1-shot prompting usually
works best (as seen in the Demographic, Financial, and Health categories), but this isn’t
always the case. For example, 2-shot instances work better in the Contact and Cookies/-
Tracking categories. This means that Mixtral’s performance is very sensitive to the number

and quality of examples given, not just that it gets better with more examples like other

models.
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Figure B.5: Mixtral: Few-shot prompting impact on F1 score.
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B.2.3 Definition Effect Analysis

The definitions in the prompt include definitions of information types. The results reveal
that adding these definitions to Mixtral has both good and bad consequences. Providing
definitions in categories like Contact, Cookies and Tracking, Demographic, and Location
made the model work better, which suggests that having explicit contextual knowledge
helps it interpret certain types of information better. But for categories like Health, Generic
Personal, and User Online Activities, taking away definitions (orange bars) made the model
work better. This suggests that the extra definitional context may have messed up the
model’s pre-trained grasp of these ideas. This means that Mixtral’s response to definitional
prompts depends a lot on the category. Some sorts of information do better with clear

instructions, while others do better when they rely on the model’s own understanding.
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Figure B.6: Mixtral: Effect of definitions on classification performance.

B.3 Gemini Ablation Studies
B.3.1 Temperature Effect Analysis

Gemini shows varied performance across temperature settings, with temperature 0.1 fre-
quently outperforming the deterministic setting (temperature 0) in categories like demo-
graphic, location, and generic personal information. However, temperature 0 still performs
best or competitively in several categories, including cookies and tracking, computer infor-
mation, and user online activities. This suggests that Gemini benefits from minimal creativ-
ity (slight randomness) for certain information types. The optimal temperature appears to

be information type dependent rather than consistently favoring higher/lower temperatures.
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Figure B.7: Gemini: Temperature ablation effect on F1 score.

B.3.2 Few-Shot Prompting Analysis

Gemini’s performance with few-shot samples is also unpredictable, just like with temperature

settings. It seems that the model is very sensitive to the instances that were given. In other

cases, like with IP addresses and Device IDs, it works much better with few-shot samples.

But in some circumstances, like Cookies and Tracking, fewer examples work better, thus

the examples actually hurt performance. Gemini seems to care more about the quality of

examples than the number of them. Good examples help the model comprehend the task

better, while bad examples might confuse it and mess up what it already knows. This finding

shows that when employing few-shot prompting with Gemini, it’s more necessary to choose

good examples than to just give more examples.
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Figure B.8: Gemini: Performance change from 0-shot to 2-shot prompts.

B.4 Grok Ablation Studies
B.4.1 Few-Shot Prompting Analysis

The graph shows that Grok’s performance changes depending on the few-shot configuration,
and there is no clear trend showing that more examples lead to better performance. Some
categories, including Cookies and Tracking, Health, and IP Address and Device 1Ds, do best
with 1-shot prompts. Other categories, like Financial and User Online Activities, do better
with 2-shot prompts. Some categories, including Computer Information and Contact, don’t
change much between setups. This suggests that some forms of information don’t depend
as much on the number of examples given. This inconsistent pattern shows that Grok’s few-
shot learning works best for some tasks and not others, rather than following a predictable
scaling relationship. This shows how important it is to test things out in real life to figure

out how many examples are best for different types of information classification tasks.
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Figure B.9: Grok: Effect of few-shot examples on F1 score.

B.5 LLaMA Ablation Studies
B.5.1 Temperature Effect Analysis

For most types of personal information, such as contact, cookies and tracking elements,
health, and IP addresses and device IDs, LLaMA works best at temperature 0 (determin-
istic output). This pattern shows that the model works best when it makes consistent,
targeted decisions instead of adding randomness to the inference process. The categories
”Generic Personal Information” and ”User Online Activities” don’t change much when the
temperature changes, which suggests that these sorts of information may not be as affected
by how creative the model is. The results show that for tasks that include classifying privacy
policies, LLaMA works better with deterministic processing, which is in line with the need

for accuracy in identifying information types.
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Figure B.10: LLaMA: F1 scores by attribute across temperature settings.

B.5.2 Few-Shot Prompting Analysis

LLaMA shows a range of responses to few-shot instances across different categories of in-
formation, and most of them are positive. With more examples, categories like Contact,
Cookies and Tracking Elements, and User Online Activities are getting better. 1-shot and
2-shot do about the same. Some categories, like Health, do far better with 0-shot instances
than with few-shot examples, while others, like Generic Personal Information, do about the
same across both configurations. This trend shows that LLaMA’s few-shot learning works
better with some types of information than others. For example, some categories may ben-
efit from examples, while others may be hurt by demonstrations that are not relevant or are

hard to understand.
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Figure B.11: LLaMA: Few-shot prompting ablation on attribute-wise performance.

B.5.3 Instruction Effect Analysis

The graph illustrates that LLaMA does better when it is given clear instructions for most
types of personal information. Contact, Cookies and Tracking Elements, Health, and user
online activities are only a few examples of categories that show big gains when given
instructions. This shows that LLaMA needs systematic help to comprehend the classification
task. But some groups, like Generic Personal Information and Personal Identifier, don’t show
much of a difference between the two situations. This suggests that the model’s pre-trained
information may be enough for these easier categorization tasks. Overall, the results show
that giving LLaMA explicit instructions makes it better at annotating privacy policies,

especially for information categories that are more complicated or unclear.
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Figure B.12: LLaMA: Effect of instructions on F1 score across personal information types.
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